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Abstract

Cloud computing faces numerous challenges in many areas including
security and privacy issues. In this work, a developed approach is
suggested to tackle three security and privacy issues: network intrusion
detection (NID), privacy, and internal attacks. A decision tree (J48) has
been used to generate a set of rules based on the CICIDS2017 dataset to
solve the NID problem. The accuracy of the generated rules approaches
99.8%. A set of policies are attached to the data file on the bases of a sticky
policy to preserve privacy. A new approach is suggested based on
blockchain to detect internal attacks in real-time, in which a set of
trustees-chain are identified by the data owner. Any data modification
conducted by a trusted member will be reported to all members of the trust
group including the owner. The developed approach suggests adding a
Privacy and Detecting Intrusions Service (PDIS) layer as part of the
cloud computing main service model. PDIS includes the three suggested
approaches above (NID, sticky policy, and trustees-chain). Finally, a
web-based application is implemented to act as casework to validate PDIS
and evaluate its reliability.
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1 Introduction

The scalability of information, documents, multimedia resources, and web and
mobile applications motivated people, universities, and organizations to use clouds.
Cloud and fog computing could be considered a shared pool of resources that can easily
be accessed by users from any computer or mobile device. Therefore, cloud computing
Is the key point in the ubiquitous computing vision [1]. The high demand for cloud
utilization, specifically in educational and business fields, results in setting up many
cloud data centers to provide resource sharing based on a “pay-per-use” model [2-4].
Cloud computing provides considerable advantages from shared resources and
software applications to provide a substantial amount of storage space [2, 5, 6].
Considering cloud architecture, modern cloud data centers construct the cloud
computing services (CCS), which is a set of layers placed on top of the hardware. Each
of these layers acts as one service model. SaaS, PaaS, and laaS are the main services
in cloud computing [5, 6]. Cloud data storage enables users to store their data online
instead of using their own local storage devices (local hard drives, flash drives, etc.).
Some advantages of using clouds, among others, are the ability to access data using
ubiquity computing and sharing resources. Recently, individuals and firms greatly use
clouds due to the substantial storage and high-performance computing capabilities
offered by cloud-centers. However, storing files (private data, business information,
applications, etc.) in clouds is highly vulnerable to various attacks and privacy
violations. Moreover, almost all ubiquity-computing systems suffer from security and
privacy weaknesses, which are technically difficult to maintain. Consequently, security
and privacy are a challenge in general, specifically in cloud and fog computing.
Although cloud centers provide outsourcing and multi-tenancy, sharing platforms and
resources may cause considerable problems concerning client privacy violations,
security, and intrusions caused by either intruders or legal clients. The major concern
in cloud computing to date is how to protect user privacy, substantial data, and software
from unauthorized access and how to inhibit intrusion attacks. Therefore, new
strategies are needed to handle privacy and security problems to protect client data and
computation [4, 7]. Cloud attacks could be classified based on the following: threat-
type (internal threat by cloud client or external attack threat), attack-type (violation of
client privacy, enormous data, and intense computation, data integrity, and
confidentiality), and the victim service-layer (laaS, PaaS, or SaaS) [8]. Different
approaches are used but are not efficient to manage all attacks. The other point is that
no general solution could be used to protect all cloud service layers from various attacks
[9]. Furthermore, cloud centers must provide a privacy technique to guarantee a certain
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level of privacy for the client’s data. Therefore, a new method is suggested to provide
a certain privacy level for clients utilizing an intelligent technique, which can be
achieved by adding an intelligent privacy and detecting intrusions service (PDIS) layer.
The PDIS layer acts as one of the cloud computing layers, placed on top of the other
service layers, to ensure a highly reliable privacy control and protect user data and
information when using cloud computing services.

The contribution of this study is to suggest an intelligent approach that detects
internal attacks in real-time, detects network intrusions and enhances privacy, in the
cloud computing SaaS layer. The suggested intelligent approach utilizes the data
mining method and sticky policy and blockchain to develop intelligent privacy, and
confidentiality service layer (PDIS), which can detect internal intrusions (made by trust
members) immediately and detect and prevent external intrusions (NID). The PDIS
layer is laid between the client and CCS layers. The proposed PDIS layer consists
mainly of two phases:

Intrusion detection (ID) phase: a set of rules is generated by utilizing the data
mining approach (Decision tree J48). These rules are generated based on a set of
attributes (audit trail, type of access, type of service, client type, IP address, etc.)
provided by the datasets (CICIDS2017). The decision-tree algorithm (J48) is applied
to the dataset, and the results are analyzed using the R statistical computing
environment to generate the most proper set of rules to detect and prevent intrusions.
The generated rules will be a part of the decision-making phase. The DAMP duty is to
either reject or accept user requests based on the results of the ID rules.

Privacy and protection phase: sticky policies (to provide access control
restrictions) and trustees-chain technique based on blockchain philosophy (a new
approach suggested for tracking data access and immediate detection of an internal
attack, which could be made by trust members) have been used to construct a layer that
guarantees a certain level of protection and privacy to clients without the need for the
third party. Sticky policies are carried out based on client information and access
control rules that are specified by the data owner. On the other hand, the new technique
based on blockchain technology is applied to inform all trustworthy parties (chain
members specified by the data owner) about any updating and/or accessing attempt
made by the trusted parties (i.e., any accessing or updating attempts are reported to all
chain members to notify them with the latest access and updates made on a data file.
This process will preserve real-time auditing of data changing (by who, when, in
addition to last data updates), which enables the trust group to detect any suspicious
data access.

Although several studies utilized a decision tree (J48), to our knowledge (based on
a literature review), none of them analyzes the decision tree results and generates ID
rules. In this work, the R statistical computing environment is used to generate 1D rules
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based on analyzing the output of the decision tree. These rules could be used to detect
and prevent intrusion. This work leverages the blockchain philosophy to preserve data
owner privacy and detect internal attacks. To our knowledge and based on literature
reviews, no attempts have been made to use the blockchain philosophy to detect real-
time insider attacks.

The rest of this paper is organized as follows. Section 2 illustrates the theoretical
background concerning the cloud environment, deployment model, and security threats
in the cloud. Several approaches concerning privacy, ID, and data security are also
explained. Section 3 explains the PDIS layer, along with the structure of the suggested
system. Section 4 presents the implementation details of the system, provides
additional information about the used techniques and applying them to the case study,
and illustrates which system is put into use. Moreover, this section tests and evaluates
the functionality and efficiency, showing the behavior of the system under multiple
circumstances. Then, the section runs scenarios showing its strong points in preserving
privacy, detecting intrusions, and marinating the authenticity of the data within the
cloud computing environment. Section 5 concludes the study.

2 Cloud Security and Privacy Issues

In the last decade, most applications leverage resources and services provided by
cloud infrastructure. Therefore« cloud computing becomes a significant paradigm that
is utilized by vast consumers to make use of upon-request storage and high-
performance computing with reduced cost. Nevertheless, utilizing cloud infrastructure
may cause serious security and privacy problems, exposing user data and computations
to various breaches and attacks [6, 10, 11]. As mentioned in Section 1, this work
focuses on cloud security and privacy. This section reviews cloud computing security
and privacy, which has significant implications for our proposed framework. Cloud
deployment models and Cloud computing threats (security, privacy, and data integrity)
will be illustrated. Intrusion detection will also be explained. The existing intrusion
detection systems and methodologies relating to sticky policy and blockchain that are
found in related work are discussed. Kinds of literature relating to privacy in the cloud
are reviewed and illustrated. Finally, the main contribution of this work, which
distinguishes it from other related works, is clarified.

2.1 Cloud Computing: Deployment Models

Thousands of services are available in the cloud environment to preserve the rapid
utilization of cloud services. The server that is close to the client area is more likely to
be utilized. Deployment models are classified based on the location (concerning client
area), and the service provider and manager. Majorly, cloud deployment models are
classified into: Private, public, community, and hybrid cloud infrastructure [10, 12, 13].
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2.2 Cloud Environment: Security and Privacy Threats

Using the cloud environment has several benefits, ranging from resource sharing
to utilizing high-performance computing and mass storage. Despite these benefits,
users of the cloud environment experience serious security and privacy threats. These
threats affect the various technologies and systems applied in cloud environments
including network connections, information and databases, virtualization, managing
transaction, resource sharing, and load balancing, and long and short storage
management. Therefore, security and privacy should be maintained in cloud computing.
Cloud security threats may result from internal attackers (service provider’s employees,
clients with authority to access cloud services, or any third party), or external attackers
(unauthorized users). Based on the attacker skill, cloud environment attackers are
classified to [13]:

An attacker who utilizes uncomplicated techniques and tools (Random
attackers).

Attackers with limited skills attacking particular cloud providers or servers
using advanced attacking methods, by publicly accessible tools (Weak
attackers).

Organized and financed group of skilled attackers (Strong attackers).

Highly skilled professional attackers (Substantial attackers). They are not
easily being discovered even by professionals in eCrime.

Security and privacy in the cloud could be classified into four main categories [6,13,14]:

1) Intrusions and Malware Attacks: Harmful Software (Malware), which is used to
access and collect sensitive data, and breach computer processes. Intrusion
detection systems, firewalls, and Anti-Malwares are needed to suspend the harm
of Malware and enhance cloud client confidence in the Physical-Machines (PMs)
that are used to store their data in the datacenter

2) Authorization and Data Integrity: The major problems in cloud computing are how
to preserve that data is only accessed and modified by authorized users and how
to maintain and assure the accuracy and consistency of data through its life cycle.
The integrity of data within SaaS, which is considered a complex hosting in a cloud
environment, is a serious problem that needs to be resolved. Therefore, obligates
users to access control rules, and developing client notification systems is
mandatory to preserve data integrity.

3) Availability: how to preserve data availability despite system failures and DoS
(denial of service) attacks. Inhibiting DoS and ensuring executing applications
correctly (i.e., ensuring the validity and integrity of computations) is essential to
clients.

4) Security of Data in the Cloud: to resolve this problem, ciphering algorithms are
used to encrypt data, and certain policies are enforced to control data sharing. In
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this work, we are interested in solving security issues concerning Intrusions and
Malware Attacks, privacy utilizing sticky policy and blockchain.

2.2.1 Intrusion Detection (ID)

ID refers to the detection of suspicious activity through monitoring and analyzing
events occurring on computers or networks. ID has become the main technology used
to monitor traffic and detect intrusions across the network [15, 16]. The Intrusion
Detection System (IDS) is used as a defense layer to protect networks from ever-
growing attacks before causing considerable harm [17, 18]. The IDS utilizes certain
methods to detect intrusive behaviors in a computer system, then issues alerts and
reports these behaviors, or even blocks them [19]. IDSs are mainly divided, according
to their scope, into two main categories: namely, (NIDS) and host-based intrusion
detection systems (HIDSs). The NIDS is placed at a strategic point(s) within the
network to keep the traffic among all connected devices on the network analyzed and
monitored to detect any illegal/abnormal activity, whereas the HIDSs work on
individual hosts or individual devices on the network. A HIDS monitors the packets
(inbound and outbound) from a certain device only and notifies the client or
administrator when abnormal or illegal activity is detected [15, 20]. Many ID
techniques are utilized to tackle intrusion attacks in a cloud environment (such as
Virtual Machine Introspection (VMI) and Hypervisor Introspection (HVI) based
approaches) [21]. To develop IDSs, a benchmark dataset is needed to generate rules to
protect networks from malware and intrusive attacks. Many datasets are utilized by
researchers to assess the accuracy of their suggested ID system (IDS). In [18] the set
of datasets (DARPA98, KDD99, 1SC2012, and ADFA13) are explored. It was found
that most of these datasets contain old intrusion signatures. Therefore, a new dataset
(CICIDS2017) is built, which includes benign (normal flows) network flows in
addition to eleven network attacks (anomaly flows), which reflect real network flows
(normal and anomaly). The new dataset is utilized to specify the best features set that
detect network attacks are specified using the Random-Forest Repressor algorithm.
Seven classification algorithms (K-nearest neighbor, Random Forest, decision tree,
Adaptive Boosting, Naive-Bayes, Multi-layer perceptron, and Qualitative Data
Analysis) are used to assess the performance of the new dataset. Several studies focused
on addressing issues of ID within cloud computing environments, which can be
classified into intrusions against the cloud itself, and intrusions that target individual
machines inside the cloud. Deep learning approaches such as Recurrent Neural
Networks are used to detect malware [22]. IDS for a cloud environment was revised to
point out the drawbacks and features of each IDS system based on cloud characteristics
[17]. In [23], a multilayer perceptron along with feature selection is used to develop an
anomaly-based intrusion detection system. The developed IDS is based on an enhanced
correlation-based feature selection (CFS), which identifies anomalies at early stages,
and improves detection accuracy. Attacks on a networked computer system may be
classified into two main categories: goal-based attacks and used protocol-based attacks.
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2.2.2 Sticky Policy and Blockchain

Clients have no control over their data when storing it in a remote server. The full
control is assigned to a service provider or a third party. Therefore, clients need to be
able to control their data when it is stored in a cloud. Sticky policy is a technique used
to enhance privacy and maintain data protection of the client's files (computation-jobs
and data) in a cloud environment. To preserve privacy in a cloud environment, a certain
policy (specified by the owner) is attached to the significant client's file (users need to
preserve their profiles and other confidential information from internal or external
intruders). Sticky policies indicate the terms and limitations attached to a client's files
that control the user’s access to that file (i.e. file owners could specify who can access
his file, and how to be handled through clarifying file-access-policy) [11, 24]. [25]
protects individual components of data entity through embedding sticky policies into
OOXML (open office XML) without access control to the content. The sticky policies
attached to the data are secured by using the modern public-key Identity-Based
Encryption (IBE) scheme. Authors claim that a sticky policy can be used to facilitate
sensitive data protection utilizing standard OOXML and XACML built-in features. To
enhance the privacy degree provided by the sticky policy technique, client's files could
also be ciphered to be used by limited the domains or by a specific group of users, such
as utilizing client's data in research fields, or in a set of platforms to preserve the certain
extent of security features [26]. Using a sticky policy by clients means the cloud
provider allows clients to manage their files. However, some cloud providers prohibit
clients from managing their files. In this case, the third party (trusted one) could
manage the client's files on his behalf and allow clients to monitor [27]. A Blacklisted
users authorized and trusted list of users, intrusion detection notifications could be
utilized to enhance privacy [14, 28].

Blockchain refers to the technique that allows members to keep a “ledger” that
contains all transaction data also allows them to update their ledgers to maintain their
integrity in the case of a new transaction. Since advancements in internet encryption
technology have enabled members to verify the reliability of a transaction, the only
failing point that has arisen in the transaction that comes from the reliance on a third
authorized party had been resolved [29]. Recently, Blockchain might be the solution
for maintaining data integrity as it inherently resists modifying data. Blockchain is not
only a data structure, but it is used as a history for data modification. Therefore, it could
be used to improve data integrity and audit the data accessing processes by users to
help in detecting abnormal behaviors chain [29, 30]. In ]31[, suggests using two
different methods to share data in medical records based on their sensitivity. A
consortium blockchain is used to share privacy-sensitive parts, and a public blockchain
to share the non-sensitive parts. Blockchain is a promising approach, which is recently
been utilized by researchers to preserve privacy and data integrity. The threats handled
by blockchain resulted from malicious data modification and updating without
informing all trusted group members.
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3 PDIS Layer: The Proposed Model

Nowadays, the security of exchanging and saving data over a CCS as well as to
maintaining privacy and data integrity are significant problems for both users and cloud
service providers [11]. To enhance the trustworthiness of the cloud clients concerning
the service providers and preserve resource confidentiality, an intelligent layer needs
to be developed by the respective platforms. In this study, the PDIS layer is proposed
to address security, privacy, and internal attack detection problems in CCS. PDIS layer
mainly consists of two phases: intrusion detection module (used to detect and prevent
intrusions), and privacy and protection module (employing sticky policy and access
control to inset the terms of use and access policies of the data and maintain detection
of internal attacks utilizing Blockchain). The suggested approach is applied to a
simulated system to secure teacher-student-learning web-based applications. Therefore,
the suggested approach fits private cloud infrastructure as a deployment model, which
could be managed by the organizations. The technique used in this study relies on
granting reading and posting privileges of encrypted data (using AES cryptosystem)
by instructors at the university, and authorized students (or other users) after fulfilling
the policy’s rules and conditions specified by the data owner (rules of access control).
The suggested PDIS layer is meant to be placed on top of the main services, it is
integrated with the SaaS layer (see Error! Reference source not found.1).

....................................................
PDIS
Intelligent Privacy and Detecting Intrusions Service
(ID:-Access Comntrol & sticky: policy. Blockchain)

SaaS
. Software services (an application) provided to users
2 (Google Applications, applications of business management and e-
f Commerce, web-based application, etc.)

PaaS
Platforms used to develop. disseminate, and execute applications
(Django, CloudBees, and Google App Engine, etc.)

CCs

‘IaaS
Utilize computing infrastructures provided by CSPs
(Amazon Virtual Machines, GoGrid Cloud Servers, Amazon simple
storage solution. network. load-balance)

.
Infrastructure Platform :Application Security

Hardware

Fig. 1: The Proposed Model of cloud computing main service

The designed service layer is mainly consisting of two modules, namely: Intrusion
detection module, and Privacy and protection module.
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A) Intrusion Detection Module:

The IDS is known as a rule-based pattern matching system, which could be
constructed and verified through the system usage. Any significant deviation from the
normal usage is flagged as abnormal. The IDS mainly aims to detect any unusual
activity, which breaches the authentication and security policy of computer networks. The
process of detection is performed by the system administrator manually by analyzing the user’s
log information. A NIDS is used to monitor the environment’s behavior of the network
(message flow, access requests, etc.) to protect the network’s data from attacks and threats,
mainly unauthorized access, and DoS. Error! Reference source not found. 2 shows the main
module of the developed NIDS and the steps followed to report an intrusion.

NIDS: Anomaly Based

Response:
intrusion
report & alarm

I
\ I
| |
I
) ]
| ]
\ I
| |
I
| !
I
t I
! Detection Process: ﬁlolr;l:nflﬂBseha\d g "
| Detects abnormal ] Rul \
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|

Fig. 2:The developed NIDS module within PDIS layer

In this work, anomaly-based IDS is developed, where rule sets of normal behavior are
generated based on data mining approaches. Rule sets are generated through two stages: the
features-selection stage and the rules-generation stage. In the feature selection stage, the
decision tree (J48 algorithm) classifier is used to select and approve the best feature set. In the
rules-generation stage, the ARules-Package in R-studio is used to generate a set of rules (NID
rules) using the set of features resulting from the feature selection stage. The dataset
CICIDS2017 is used to build the NID rule sets. CICIDS2017 is developed by the Canadian
Institute of Cyber security. The dataset contains features along with the most recent attacks
(threats) that are not addressed by previous ID datasets (e.g., the KDD99 dataset). Although
CICIDS2017 contains 85 features, not all features are significant (some may cause degrading
of detection accuracy). Based on [18], a certain 25 features are enough to detect intrusions.
Therefore, we decide to test the ability of the recommended 25 features in constructing rules
to detect intrusions compared with the 85 features of the dataset. Decision tree-J48 is used to
test the ability of the dataset in detecting network intrusions. With the 25 features, the accuracy
reaches ~99.8% even with 10-fold cross-validation. Therefore, we decide to construct the NID
rules (based on the 25 selected features) using ARules Package in R studio. Numerous rules
are generated to cover all attacks and normal cases with various confidence. Therefore, we
decide to count on normal rules with confidence = 1 to allow or ban user access, as illustrated
in the detection process.
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Detection Process
If the user-access- features match any of the normal rules and confidence=1, then
Allow access, and Call authentication step
Else Report an intrusion to the data owner & Ban user access

The NIDS collects data about the network’s packet’s traffic and registered
abnormal behaviors (utilizing the normal rules with confidence=1) to discover possible
threats. Based on the detected parameters, the developed IDS takes proper action when
a threat is detected, mainly by reporting this intrusion threat to the data owner of the
network, and/or blocking the user that initiated that suspicious data access behavior.

B) Privacy and Data Protection Module

This module is used to preserve privacy and data protection in the cloud, which
mainly consists of three stages (see Error! Reference source not found. 3):

Data and file (secured Access)

i®a)

J Encryption and Decryption BB
Algorithm Data User

L 2 I
Identify Policy and Key
Policy Portal

v

Policy negotiation

Policyupdate |y  Pelic v

/ Controller
Policy Enforcement /’
|/

Audit

Fig. 3: Sticky Policy Components in CCS

e Data Encryption Stage: This stage is used to keep data confidential by encrypting it
using the AES encryption algorithm. AES is a symmetric block cipher that can encrypt
data blocks of 128 bits using symmetric keys 128, 192, or 256. NIST recommends
using the AES128 and AES256 algorithms to encrypt long-term storage data. In
addition, customer compliance requirements often include the AES algorithm.
Therefore, we choose to use the AES128 algorithm to encrypt data. In this work, the
AES128 algorithm is applied to data that the instructor (the data owner) wishes to
encrypt. The shared key that is generated during the encryption process is held by the
data owner’s domain controller, unlit legitimate data users request access to encrypted
data. Upon client request, an e-mail is sent to the data owner with the request, who can
grant access according to the policy’s rules that are set for that specific data file. All
these actions are registered in the “data audit” file, along with any changes or
alterations to the original data file in the chain.
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¢ Policy Rule Engine Stage: sticky policy is used to insert the terms of use and access
policies of the data. The policy engine is the core component of the trusted authority
domain, where security is assuring through recording data requests and privilege
granting behaviors over the network’s traffic. When data are encrypted, access is only
possible if granted by the data owner and the policy engine. When the policy’s rules
are met and constraints on the data are satisfied, the required data are decrypted and
become accessible.

The work conducted in this research is developed based on [27] due to the
importance of preserving security for big data [32], where several sub-components are
used: the policy portal, policy controller, policy negotiation component, policy update
component, enforcement component, and policy store. depicts these components. Each
of these components is responsible for a portion of the policy application and rules
settings:

1) Policy portal acts as the receiver of data access requests from any party (data
owner or data user) and the sender of responses to these parties.

2) Policy controller is responsible for deciding on granting access to data or not,
where this decision is forwarded to the corresponding component.

3) Policy negotiation component is responsible for negotiating access to data by
requesting components.

4) Policy updating components when the data owner makes updates to the policy
rules that are related to data, this component registers these updates and matches
policy requirements.

5) Policy Enforcement component is used to ensure the fulfillment of policy rules
on related data. When data requirements are met, these component actions on
designated data are performed. Afterward, notifies the data owner to release the
decryption key and identify the user that has access to related data. Enforcement of
actions to other components like the policy negotiation and policy updating
components is also assured through this component.

6) Policy store is responsible for keeping track of files and rules storage matters and
keeps track of data and policy auditing actions.

Enforcement of the proposed sticky policy is the most critical component of the
entire policy procedure. Encryption and decryption of data based on data users will be
an efficient and effective policy enforcement procedure because the policy sticks to the
data, which is only decrypted if the policy rules are applied. A sticky-policy-based
approach for cloud security is used with different degrees of stickiness. This research
mainly adopted the loose-couple binding policy, where data fragments and their sticky
policies are stored separately and encrypted, as this procedure provides great
infrastructure compliance.
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e Privacy and Data protection Stage: This stage is used to ensure that data are not
accessed or modified by unauthorized users or in an unauthorized manner and kept
protected and correct. For that, a simple Blockchain algorithm is applied. Data
protection is concerned with ensuring that the data files can only be modified by the
file owner or group of trustees. In this work, the sticky policy is combined with a simple
blockchain technique for the following:

1) Guarantee that the user who intended to modify or update the data file is
authorized. This process is done by specifying a group chain (number of users are
selected and given full authority to access and update data files).

2) Store audit files that record all access and modification attempts. Each update on
the data file will be reported to

3) All chain members to notify them of the latest update made on the data file.

A sticky policy with the aid of a simple chain list, represented by the audited file
and the notification notes passed to the trusted chain group helps in enforcing
privacy and data integrity.

3.1 PDIS Structure

Error! Reference source not found. 4 shows the architecture of the proposed data
security and privacy system. The PDIS layer is logically divided into three main
domains, namely, the data owner domain, the third-party (organization) domain, and
the data user’s domain.

e The Data owner domain, which encrypts and stores the data using AES128,
maintains its integrity and existence within a chain (defining a chain of trusted users
with their authority to access and control data files). This domain specifies the
accessing policy to various users and sticks them to the file based on [26]. The sticky
policies are separately encrypted using the identity-based encryption (IBE) algorithm
due to its simplicity and robustness [11]. IBE is an asymmetric cryptography algorithm.
The policies are encrypted by the owner using his key, in this case, even if the trusted
third party can decrypt the policies with his private key, he cannot change them for the
client’s benefit.

e The Third-Party domain (organization), which is responsible for:
1) Intrusion detection and prevention

2) User authorization check (check user 1D, password, access control, and policies
attached to the requested data).

3) Decrypting data before granting the request.
4) Report access request to the trustees’ (members of the chain group).

5) Record the access request in audit file (user ID, time and date of data access, type
of data accessing, IP address of the log in the device).
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e The Data user’s domain, requests access to data from its owner, and receives a plain
data file.
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Fig. 4: General PDIS workflow

3.2 Flow Control of PDIS

Data on the cloud can be found in two forms, namely, the data created by its owner

before being uploaded to the cloud system and the data that were created directly on
the cloud environment using cloud services. The control flow of the suggested
approach when a user sends a request to access a file is as follows:

When users request a certain application or data file, the request will be first passed
through the ID phase to guarantee that the request is normal (legitimate) and not
an anomaly (attack).

If the request is not detected as normal (based on the normal CIC-IDS rule sets),
the request will be denied. Otherwise, the user request will be passed to the privacy
phase to check if the user is authorized.

In the case of an unauthorized user, the owner will need to decide either to add the
user to the authorized list or to ban the request.

In the case of authorized request, the access control of the target user will be
specified based on the sticky policy determined by the owner. This step is to
prevent illegal access to data or applications by legally unprivileged users (i.e.,
when users are privileged to read data but not modify it, allow to read and ban
modify operation).
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The owner will determine the group of users who have full access authority, called
a chain group (trust group), to maintain privacy and data protection. All types of
access to the data or application will be audited and kept in an audit file.
Furthermore, group members will be informed about the accessing operation and
data updates (utilizing blockchain approach). This step will hinder internal
intruders from breaching the data because any access (legitimate or illegitimate)
will be reported to the trustees’ chain and will also be recorded in the audit file.
The owner can also activate the "protection option" on the classified data. To
access data secured with a "protection option", it needs the consent of two
members of the trust group (chosen randomly each time).

Secure data with protection Option
Request to access Data “D” by an authorized user
If protection-option. D is off, then
Allow access, update the audit file
Else
Randomly choose two members of trust group (SG)
Ask for access permission from (SG)
If both Agree, Allow access
Else Ban user access
Report to the trust group

4 Implementation and Analysis of Findings

In this section, the proposed PDIS is presented through a case study. A web-based
learning application is developed to secure teacher—student data accessing to analyze
the behavior of suggested PDIS. The web-based learning application has been
implemented using Oracle with its Java package JDevelope. The system flow is tested
through a set of user interfaces that are built on a web server. The developed application
is used by instructors and students at the university. The instructor is a one-node
connected with other instructors to control the university file-sharing system
(instructors represent the trustee group in the blockchain module, while the course-
coordinator is the owner). Moreover, the repository of files is shared among the users
(students and instructors) based on authorization and authentication policy. One of the
most critical aspects of such a system is how to distribute the authorization and
authentication rules among the instructors and students while maintaining the privacy
of each. In the case study, privacy and data protection are preserved through access
policies defined by the data owner (course-coordinator). The policies are encrypted
using IBE. Each encrypted policy file is linked to the corresponding data file using a
relational database. The database is stored in the third-party domain (university). The
database fields are updated (or add a new data file with its policies) only by the data
owner after the authentication process (third parity sends a verification code to the data
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owner to authenticate him). Security is enhanced by encrypting the data using AES128
before saving it in the third-party domain. Error! Reference source not found.5
illustrates the sequence diagram of the developed case study. The instructor (the data
owner) shares some data and files on the system. Students who look to access those
files (data users) must be authorized by the data owner to be able to use or download
the data files. The data owner might encrypt the data (or parts of it) and enforce the
sticky policy to be applied to the data. When the data user tries to access this encrypted
data, they will have to be granted access by the data owner, after the third party
(university) authenticates the user and approves the access (free of intrusions). The
students (clients) who need to access the data files must be approved by the IDS to

ensure that the access is legitimate, before sending a decryption request to the instructor.

This case is also similar when data are not encrypted, but without asking for decryption,

Client 3 parity repository Owner
. rd o .
Owner 3 parity repository Log In %
Log In
= » Request to access data <
L
Request to store data _Authenticate yours self Authenticated Client?
uthenticate yours self verified — I am Authenticated =
v Free of Intrusions '

[ am data owner

Trustee
Group

Grant access | using polices
Accept request B
- < <
encrypted policy+ data file Decrypt data file
-

encrypted data file d v Save full access

>
. ion k informationin |
Encryption key nl audit file
Trustee Group+ N séid
Authorities accessing Report »
a)  Sticky policy and data sharing b)  Data Accessing

only asking for reading access.

Fig. 5:Sequence diagram of web-based learning application

A) Data Owner Module

Two types of data are stored in the cloud. The first one is the data that are
generated by the owner before being loaded into the cloud. The other is the data that
are generated on the same cloud platform as part of the service. In this module, the data
are stored in a distributed database at the organization (university) and to be accessed
through the corresponding access policies. The data are encrypted by using the
encryption algorithm AES128, and then, a set of trusted parties (chain members) are
identified. Finally, the user access policy is specified, and encrypted using the IBE
algorithm, which is then attached to the data file (using the sticky policy approach in
Section 3). The policies are concerned with the following:

- Registration of user information.
- Determine the user's authority (read, update, etc.).
- Identify restrictions on the date, time, and place to access data.
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B) ID Module

The user will perform the register step, at which user information is stored as user
attributes to be used in policy matching. After, the user will send a request either to
upload or read data. The ID module (at the third-parity domain) will check the access
request against the set of normal rules (CIC-IDS rule sets), generated based on the
CICIDS2017 dataset. The ID module is mainly consisting of two parts:

e Part one (user verification): Another level of security is to authenticate the user

by sending a verification code to the email (or phone no.) he entered during the

registration process. The user has to use the verification code as a password in the
first login. The user will be given the authority to change his password later.

e Part Two (rule matching): this part is responsible for detecting if the user request
is normal or an attack. Access attributes are extracted and matched against normal
rules (with confidence=1), that are generated based on CICIDS2017. If user access
attributes match one of the normal rules, then access is allowed (or else access is
denied). In this work, the normal rules are generated, but we need to have access to
log files to get user attributes, which is not allowed for security reasons. Therefore,
this operation is accomplished by a third-party domain (the university).

C) Chain Module: Real-Time Internal Intrusion Detection

A group of trustees, who have been identified by the owner as chain members, will
have the authority to add, delete, and modify the data. When the data are uploaded by
one of these people, the data seem available for each person within this chain.
Whenever the shared data are modified, these modifications appear on a page called
audit project. The blockchain shows the change in the data once the user makes an
update. All users in the chain (based on level) are notified about the access and can
identify who made it and when (date and time). Moreover, the blockchain may increase
the negative effect of bad use of authorization if not controlled by sticky policy.

4.1 IDS: Rule Extraction & Evaluation

The dataset preprocess stage is needed to overcome the problems concerning record
duplication, data dimensionality, missing attributes, and others, which may affect the
accuracy of the extracted rules (wrong rule-extraction means a gap in the IDS) to
generate the ID rule sets. The dataset (CICIDS2017) considers the network traffic
monitoring during a group of days. First, we integrate all these days into one dataset
with more than 2 million records; each record consists of 85 attributes. The dataset
covers 12 types of attacks. The main problem is the existence of noise data as part of
the dataset. This noise concerns duplicate records and missing attributes (missing
values). Therefore, noise removal is needed (as preprocessing step) to improve system
accuracy and enhance the confidence of the generated rules. These rules will be used
to detect intrusions accurately. Intrusions may cause serious harm to sensitive data. The
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preprocessing step focuses on removing duplicate records and remove missing
attribute.

Another problem is many attributes (85 attributes) in the dataset. Many attributes
may sometimes degrade the system accuracy as some attributes have a negative effect
on the detection systems. In addition, considerable rules will be generated as detection
rules. We must select the most proper subset of attributes to reduce the number of
attributes without affecting system accuracy. In [18], 25 features are specified as the
best feature subset that could be used to detect intrusions without affecting system
accuracy. In this work, we trained J48 decision tree using the 25 features with 10-fold
cross-validation. The accuracy of the testing results reached 99.8% (on average), which
is comparable to utilizing full features accuracy. Reducing the number of features not
only improves system accuracy but also helps in reducing the number of rule sets (i.e.,
rules could be generated using the 25 features with preserving high detection accuracy).
R studio is used to generate IDS rules due to its analytic tool for the Statistical data.
Many packages of R tools are used to generate the IDS rules. Several rules are
generated from the R tool when the 12 types of attacks are considered. Therefore, we
decided to rely on rules that detect normal access with confidante = 1. Any access that
does not match any of the normal rules will be denied regardless of the attack type. The
high accuracy of the proposed IDS raises confidence in the IDS rules. The trust in the
ID technique improves the security of the system, thereby enhancing privacy in the
later phase.

4.2 Sticky Policy: Flow Evaluation

As mentioned earlier, the system is composed of three main domains: the data
owner, the data users, and the trusted authority (third-party authentication). The first
two domains were explained earlier, whereas, in this section, the trusted authority
component will be thoroughly investigated because the evaluation of the sticky policy
takes place in it. The third-party authenticator (university) will decide which part of the
policy suits the received data and access requests from the other domains and produce
a proper response. This response can be in three outcomes: true (positive), false
(negative), or unknown. The evaluation of the policy rules starts by categorizing
requests to match the “common deny” rules. If the evaluations returned a “true”
outcome, then this request is denied, and the issuing component is flagged as malicious.
Otherwise, if the request fits into the “common permit” category, and the evaluation
produced “true”, then this request is granted access to the data. Now, if a request is
categorized as “domain deny,” and the evaluation outcome was “true,” then this request
is denied, and the requesting party is blocked. Moreover, in the “domain permit”
category, when evaluated as “true,” access is granted to domain components as stated
in the policy. In case the evaluation returns “false” for any of the mentioned categories,
then access will be denied. These actions and requests will be kept in log file records,
which are accessed from the “audit” interface. The log file is used for network behavior
analysis by the trusted authority component (third party), to assess malicious data usage
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and access and tune policy’s rules accordingly. Upon which, the decision about
releasing or holding the decryption key is made. In the data user’s component, when
an access request is initiated, the authority component replies with a permit or deny to
that request according to the policy’s rules. If the response is to permit access, then
data are decrypted using the decryption key shared by the data owner with the authority
domain, and the download link is activated. By contrast, if the response was to “deny”
access, then the download link stays disabled, and the user cannot download the file.
Regardless of the response, the request is registered, along with all transactions and
message requests in the log file’s audit database. The trusted authority component can
perform analytics on this database to enhance the 1D process and tune the policy’s rules
according to recorded behavior. Finally, the response along with all transactions and
message requests and accessing information are reported to the trustee group including
the data owner. These two steps will overcome the internal attack problem given that
any access type to data will be saved in the audit database and reported to the trustee
group. Moreover, using sticky policies and encrypting data and policies will preserve
data security and reduce external attack problems.

5 Conclusion

In cloud computing, security and privacy issues have become a significant
problem that needs a smart solution. Data in the cloud must be protected against
malware, internal attacks, and external attacks, including preserving privacy and data
integrity. In this study, we tackled the security and privacy problem by developing a
PDIS layer, which is placed above the SaaS layer in the cloud service model. The PDIS
layer mainly consists of three modules, namely, IDS, privacy, and access control
(owner module), and the data integrity model. Anomaly-based IDS has been developed
by using the data mining approach and the CICIDS2017 dataset. Rule sets that detect
normal access with confidante = 1 are generated and used to detect anomaly access.
Any access that does not match any of the normal rules will be denied regardless of the
attack type. System accuracy reaches 99.8%. The second module is the owner module,
which is developed to maintain privacy. Accessing policy is specified by the data owner
and attached to the data file. The data file is encrypted with the strong encryption
algorithm AES128 and then saved in third-parity storage, along with its policy. The
policy is encrypted using the IBE algorithm before attaching it to the data file. The
policies are encrypted by the owner using his key, and the trusted third party can
decrypt the policies with his private key, but he cannot change them for the client’s
benefit. The sticky policy ensures that the data owner is the only legitimate user who
can grant access to encrypted data, and any access to the data should be only through
or by that owner. The policy is enforced over three areas, namely, the data owner, the
policy enforcement engine, and the user’s data. Each of these areas is composed of
several components that integrate to help in making this security procedure solid. The
developed system in this research adopts the sticky policy procedure described above,
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on an application that helps a university instructor publish teaching material and other
files over a cloud computing system, and grant access to students only after approving
this access. The final module is the chain (blockchain-based), which is used to preserve
data integrity and hinders internal attack. The data owner will define the trustee group
along with the authorization list. Any access to data will be reported to all trustee
groups and the owner. Furthermore, the history of data accessing will be kept in the
audit file. The developed PDIS proved to be effective and easily adaptable, which can
rapidly process requests and obtain replies from the data owner. The sticky policy
applied provides further security enforcement, where an IDS is a vital part of it. The
ID and owner models preserve privacy and reduce external attacks, whereas the
blockchain module maintains data integrity and hinders internal attacks. The prototype
of PDIS is a private deployment model which is considered a limitation. In future work,
PDIS could be changed to a hybrid cloud deployment model by connecting it with a
third-party public-cloud service provider for trustee-list applications and integrating
them by using common cloud management and automation platform.
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