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Abstract

Fifth-Generation (5G) of wireless technology represents a significant leap
forward in mobile communication networks. It promises to provide faster speeds,
lower latency, and greater network capacity than previous mobile generations,
enabling a wide range of new applications, in addition to high standard of security
and privacy. 5G networks are designed to support a massive number of devices,
including the Internet of Things (IoT) devices, autonomous vehicles, and virtual
reality.

5G networks introduce new security challenges and risks. As such, 5G security
is a critical component of the technology's deployment, depending on advanced
authentication, encryption, and access control techniques in order to protect the
confidentiality, integrity, and availability of data and services transmitted over 5G
networks. Several works have been done focusing on the 5G and its related topics,
but none of them provides deep analysis and clear overview in the field. This work
focuses on 5G security issues and highlighting the challenges and proposed
solutions, standards, and analysis, in addition to the architecture of 5G network
and authentication process of both 4G and 5G.
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1. Introduction

Fifth-generation (5G) wireless technology represents a significant evolution in mobile
communication networks, providing faster data speeds, lower latency, and greater capacity
than previous generations. The key technologies that underpin 5G include massive MIMO
antennas [1], millimeter-wave (mmWave) frequencies [2], and software-defined
networking.

The high-speed and low-latency capabilities of 5G networks are expected to enable a wide
range of new applications, such as smart cities, virtual reality (VR) and augmented reality
(AR) [3], and autonomous vehicles. However, the deployment of 5G networks presents
new security challenges and risks, and 5G security is a critical challenge of the technology's
development.
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In order to ensure the confidentiality, integrity, and availability of data and services
transmitted over 5G networks, advanced authentication, encryption, and access control
mechanisms are being employed. As 5G continues to be developed worldwide, continued
investment in research, development, and security will be crucial to unlocking its full
potential.

Advanced authentication and access control mechanisms are used to ensure that only
authorized users and devices can access the network and its resources. Robust encryption
algorithms are used to protect the confidentiality and integrity of data transmitted over 5G
networks, while network slicing enables the creation of different virtual networks that can
have their own unique security requirements.

Several works present related subjects about 5G. But this work highlights the security
concerns and challenges of 5G, 5G security threats, and types of those threats, proposed
solutions to overcome or mitigate such threats, and the required security standards of 5G
networks. Then it provides deep details of 5G architecture and how it works, including the
security architecture of 5G, in addition to the authentication process of both 4G and 5G,
and shows how 5G enhances the process of authentication in comparison to 4G, and
highlighting the differences between 4G and 5G in terms of authentication.

The remaining of this article organized as follows: part 2 presents 5G architecture. part 3
presents 5G security architecture, part 4 presents 5G security concerns and its challenges,
part 5 presents 5G security threats, part 6 presents security solutions, part 7 presents
analysis of security solutions, part 8 presents 5G security standards, part 9 presents
Authentication in 4G Networks, part 10 presents open challenges for researches, and
finally, part 11 is the conclusion.

2. 5G Architecture

5G architecture [4] refers to the design and organization of all components that form a 5G
network. It includes both the core network and the Radio Access Network (RAN) that
enables the delivery of high-speed, low-latency communication to a large number of
connected devices.

The architecture of 5G network is designed to provide a more flexible, scalable, and
efficient network than previous generations of mobile networks. It uses a cloud-native
approach with distributed computing and virtualization technologies to provide faster and
more reliable communication services.

It is divided into three main components: RAN, the core network, and the edge computing
network.

The RAN connects the user equipment (UE), such as smartphones and IoT devices, to the
5G network through the use of small cells and beamforming technologies.

Beamforming is a signal processing technique used in wireless communication systems to
enhance the quality and reliability of wireless transmissions. It is focusing radio waves in
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a specific direction, instead of broadcasting in all directions, which can lead to interference
and signal attenuation.

Beamforming technology [5] uses multiple antennas and complex algorithms to selectively
amplify and direct the radio signal towards a specific location. This can increase the range,
speed, and capacity of wireless transmissions, as well as improving the reliability of
wireless connections in areas with high levels of interference and congestion.

The second component of 5G network is the core network which is responsible for
managing the data flow and routing between different devices and applications. It also
provides services such as authentication, billing, and quality of service (QoS) control.

The last part is edge computing network that brings compute resources closer to the end
user, reduce latency and enable new services such as augmented reality and autonomous
vehicles. Figure 1. Shows the architecture of 5G network, where UE is the User Equipment.
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Figure 1. 5G Network Architecture. [6]

AMF is the Core Access and Mobility Management Function, it is responsible for a lot of
functions and services, such as: termination of RAN Control Plane interface, Mobility
Management, lawful intercept (for AMF events and interface to Lawful Intercept System
- LIS), Access Authentication, Access Authorization, Security Anchor Function (SEA) that
interacts with the Unified Data Management (UDM) and the UE, receives the intermediate
key that was established as a result of the UE authentication process; in case of USIM
based authentication, the AMF retrieves the security material from the UDM, Security
Context Management (SCM): it receives a key from the SEA that it uses to derive access-
network specific keys.

User plane Function (UPF) which provides several functions such as: QoS handling for
User Plane, packet routing and forwarding, packet inspection and Policy rule enforcement,
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support for interaction with external Data Network (DN) for transport of signalling for
Protocol Data Unit (PDU) session authorization/authentication by external DN.

Session Management Control Function (SMF) which provides the following: session
management, allocation and management of UE IP address, selection and control of UPF,
termination of interfaces towards policy control and charging functions, control of QoS,
termination of Session Management parts of Non-Access Stratum (NAS) messages,
Downlink Data Notification (DDN), initiator of access node specific Session Management
information, roaming functionality, handle local enforcement to apply QoS service level
agreement (SLA) to Visited Public Land Mobile Network (VPLMN), charging data
collection and charging interface of VPLMN.

Authentication Server Function (AUSF) that Performs authentication processes with the
UE

Unified Data Management (UDM), AUSF supports Authentication Credential Repository
and Processing Function (ARPF); ARPF stores the long-term security credentials used in
authentication for 5G Authentication and Key Agreement (AKA), and storing of
subscription information.

Policy Control Function (PCF) that provides support of unified policy framework to
govern network behaviour, policy rules to control plane function(s) that enforce them.
Application Function (AF) that Requests dynamic policies and/or charging control.

3. Security Architecture of 5G Networks

The security architecture of 5G networks [7] [8] is designed to address the unique security
challenges and requirements introduced by the 5G wireless technology. It incorporates
various security measures and protocols to protect the network infrastructure, user data,
and communication channels. Some of the key components of the security architecture of
5G networks are listed below:

Authentication and Identity Management (AIM). 5G networks use mutual authentication
mechanisms to verify the identity of network entities, such as devices, users, and network
functions, which helps prevent unauthorized access and protects against identity spoofing
attacks.

The authentication process involves the following steps:

1) Initial Authentication: When a device attempts to connect to a 5G network, it initiates
an authentication procedure. The UE sends a request to the network, and the network
responds by challenging the UE to prove its identity.

2) Authentication Vector Generation: The 5G network generates an Authentication
Vector (AV) that consists of a random challenge (RAND) and an expected response
(XRES). The AV is unique to the UE and the authentication procedure.



Y. Jazyah 58

3)

4)

5)

6)

7)

Authentication Request: The UE sends an Authentication Request message to the
network, including its International Mobile Subscriber Identity (IMSI) or other
identifying information.

Authentication Response: The network receives the Authentication Request and
generates a response based on the AV. It calculates the expected response (XRES)
using the UE's authentication key (Ki) and the RAND from the AV.

Authentication Confirmation: The network sends an Authentication Response message
to the UE, including the XRES and RAND. The UE performs its own calculation of
the expected response (XRES) using its authentication key (Ki) and the received
RAND.

Authentication Result Verification: The UE compares the calculated XRES with the
received XRES from the network. If they match, the UE confirms the authenticity of
the network. If there is a mismatch, it indicates a potential security threat, and the
authentication process may be terminated.

Key Derivation: Once the authentication is successful, both the UE and the network
derive session keys, such as the encryption key (Kenc) and integrity key (Kint). Those
keys are used for securing the subsequent communication between the UE and the
network.

Figure 2. summarizes the previous process.
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Figure 2. Authentication Process in 5G
Networks

Encryption and Privacy. 5G networks employ strong encryption algorithms to secure data

transmitted over the air interface and core network. It ensures that the communication
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between devices and the network remains confidential and prevents eavesdropping and
data tampering.

5G networks use the Advanced Encryption Standard (AES) algorithm, which is a
symmetric encryption algorithm. It uses a key length of 128, 192, or 256 bits to encrypt
and decrypt data.

5G employs integrity protection mechanisms [9] to ensure that no body tampered with data
during transmission. The integrity algorithms used in 5G include Galois/Counter Mode
(GCM) and the Cipher-based Message Authentication Code (CMAC). These algorithms
verify the integrity of data by adding an authentication tag.

5G introduces network slicing [10], which enables the creation of virtual networks tailored
for specific use. Each network slice has its own security requirements and policies to ensure
isolation and protect critical services from potential security threats.

5G networks influence virtualization technologies [11] in order to enable efficient resource
allocation and flexible network management. Security measures protect the virtualized
infrastructure, ensure the integrity and isolation of virtual network functions.

5G enables edge computing capabilities, and bring computation and data storage closer to
the network edge. Security mechanisms are implemented to protect edge computing
resources and ensure secure processing of sensitive data at the edge.

5G networks incorporate security monitoring tools and techniques to detect and respond to
security incidents promptly. Intrusion detection systems, log analysis, and security
information and event management (SIEM) systems are used to identify and mitigate
security threats.

Security measures are implemented at the network function level to protect against attacks
targeting specific network elements. Those measures include access control, secure
configuration, and regular security updates for network functions.

5G security architecture adheres to industry standards and regulations by 3GPP and other
relevant organizations. It complies with these standards in order to ensure interoperability
and consistent security practices across different SG deployments.

4. 5G Security Concerns and Challenges

The deployment of 5G wireless technology presents new security concerns that must be
addressed to ensure the confidentiality, integrity, and availability of data and services
transmitted over 5G networks. Some of the main 5G security concerns are:

1. Increased attack surface [12]. Whereas 5G networks are more complex than former
generations of wireless technology, and their deployment introduces new attack
surfaces that could be exploited by cybercriminals.

2. ToT security [13][14]. Whereas IoT is expected to play a significant role in the adoption
of 5G, and the increased number of connected devices increases the potential attack
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environment. Many IoT devices have weak security features, making them more
vulnerable to cyberattacks.

3. Network slicing security [10] that enables different virtual networks to be created on
the same physical infrastructure, each with its own unique security requirements.
Ensuring the security of each network slice can be a challenge.

4. Supply chain security [15]. The global supply chain for 5G technology is complex and
involves many different vendors and increase the risk of a compromise in the supply
chain that could result in security vulnerabilities.

5. The increased connectivity provided by 5G networks can increase the amount of
personal data being collected and transmitted, raising privacy concerns. [16]

6. Network virtualization [11] that the 5G networks will rely heavily on it, which creates
new challenges for securing the virtualized environment.

7. As with any network, 5G networks will be vulnerable to insider threats, including
employees with access to sensitive information and malicious insiders. [17]

And to address 5G security concerns, ongoing research, development, and investment in
5G security are essential. Additionally, robust authentication, encryption, access control,
and monitoring mechanisms are being implemented to protect against potential security
threats.

In addition, organizations need to adopt a comprehensive approach to 5G security,
including implementing security best practices, conducting regular risk assessments, and
collaborating with industry partners to share threat intelligence.

5. 5G Security Threats

The advent of 5G technology promises a revolutionary leap in connectivity and wireless
communications, enabling faster data speeds, ultra-low latency, and the seamless
interconnection of billions of connected devices. This transformative potential is
accompanied by an array of new security challenges that need to be carefully navigated.
As the world embraces the era of 5G networks, it becomes paramount to understand and
address the distinct security threats that this advanced technology landscape presents.

In this context, exploring the realm of 5G security threats becomes a critical endeavour.
From the proliferation of IoT devices to the complex interplay of virtualization and cloud
technologies, 5G networks introduce a plethora of vulnerabilities that malicious actors
could exploit. Next is a list of potential threats that can appear in 5G networks. [18]

a) Man-in-the-middle attacks [19]. where attackers can intercept and modify data
transmitted between devices and the 5G network, compromising the confidentiality and
integrity of the communication.

b) Denial-of-service attacks (DoS) [20] [21]. Attackers can overload 5G networks with a
large volume of traffic, disrupting communication and causing service outages.

c) Network slicing attacks [10]. Network slicing allows the creation of virtual networks
within the 5G infrastructure. Attackers can exploit vulnerabilities in the network slicing
technology to gain unauthorized access to the network.
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d) Rogue base station attacks [22]. Attackers can set up rogue base stations to intercept
and manipulate data, compromise user privacy, and steal sensitive information.

e) IoT device attacks [13] [23]. 5G networks will support a large number of IoT devices,
which may have weak security, making them susceptible to exploitation by attackers.

f) Supply chain attacks [15]. The global nature of 5G supply chains can create
vulnerabilities that attackers can exploit to introduce malicious code into the network.

g) Insider threats [19]. Employees with authorized access to the 5G network can
intentionally or unintentionally compromise the security of the network.

h) Malware and ransomware attacks [24]. 5G networks will enable faster and more
efficient delivery of malware and ransomware attacks. With the increased speed and
capacity of 5G networks, attackers can launch more powerful distributed denial-of-
service (DDoS) attacks, causing significant damage to organizations.

1) Identity theft [9]. 5G networks will rely heavily on digital identity and authentication
mechanisms, which can be vulnerable to attack. Hackers can steal or spoof digital
identities, allowing them to gain unauthorized access to networks and data.

j) Side-channel attacks [25]. It targets the hardware or software components of a device,
rather than the data itself. With the increased use of IoT devices in 5G networks, these
attacks can compromise the security of the entire network.

Several measures should be done in order to overcome security issues related to 5G;
comprehensive security measures need to be implemented, including encryption, access
controls, intrusion detection and prevention systems, and security monitoring and incident
response capabilities.

6. 5G Security Solutions

Several security measures should be implemented in order to address the security
challenges and threats associated with 5G networks.

Authentication and authorization mechanisms. Strong authentication and authorization
mechanisms should be implemented by organizations in order to prevent unauthorized
access to networks and devices. This includes using two-factor authentication, multi-factor
authentication, and biometric authentication. While these solutions can provide strong
security, they can also introduce user friction, which can be a barrier to adoption and usage.

Encryption. It is an essential security measure for protecting data. Strong encryption
algorithms should be used to protect sensitive data. On the other hand, encryption can
produce latency and processing overhead, which can impact network performance
negatively.

Virtual private networks (VPNs) [26]. VPNs can help to protect data as it travels over
public networks by creating a secure and encrypted tunnel between two devices.

Network segmentation [26]. it involves dividing a network into smaller subnetworks,
which can improve security by limiting the scope of potential attacks. But it can increase
network complexity and management overhead.
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Intrusion Detection and Prevention Systems (IDPS) [27]. IDPS can detect and prevent
attacks by analysing network traffic and identifying suspicious activity. IDPS can generate
false positives results, which can be a burden on network administrators.

Security analytics. It involves analysing data from multiple sources to identify potential
threats and vulnerabilities. This can help to detect and respond to threats more quickly.
However, security analytics requires a significant amount of data processing and analysis,
which can affect negatively, network performance.

Threat intelligence [28]. Threat intelligence can be used to stay up-to-date with the latest
threats and vulnerabilities in networks. This can help to proactively identify and address
potential security risks. But it requires ongoing monitoring and analysis, which can be
time-consuming and resource-intensive.

Security testing: Regular security testing and assessments can help to identify and address
vulnerabilities in networks and devices.

Security protocols [29]. 5G networks use a variety of security protocols to protect data in
transit, including Transport Layer Security (TLS), Secure Sockets Layer (SSL), and
Datagram Transport Layer Security (DTLS).

Overall, a comprehensive and layered approach to security is necessary to protect 5G
networks and devices from cyber threats.

7. 5G Solution Analysis

5G solution analysis [30] evaluates different 5G technologies and solutions to determine
which ones are best suited for a particular service or application. It involves analysing
various factors such as speed, capacity, latency, reliability, and cost, as well as considering
the specific requirements of the service or application.

The 5G solution analysis involves the following steps:

Requirements analysis that identifies the specific requirements of the service or
application, such as speed, capacity, latency, and reliability.

Technology evaluation that evaluates the different 5G technologies and solutions that can
meet the requirements of the service or application. It includes analysing factors such as
spectrum availability, network architecture, and hardware and software requirements.

Solution comparison that compares the different 5G solutions to determine which one best
meets the requirements of the service or application. It involves evaluating the
performance, cost, and scalability of each solution.

Risk analysis that assesses the potential risks associated with each solution, such as security
vulnerabilities or compatibility issues with existing systems.

Implementation plan where a plan is developed for implementing the chosen 5G solution,
including timelines, resource requirements, and testing and validation procedures.



63 5G Security, Challenges, Solutions...

8. 5G Security Standards

Several security standards that are relevant to 5G networks which include:

a) 3rd Generation Partnership Project (3GPP) Security Standard [31] that defines the
security architecture and protocols of 5G networks. It includes specifications of
encryption, authentication, and access control, as well as guidelines for securing
network functions and interfaces.

b) National Institute of Standards and Technology (NIST) Cybersecurity Framework [32],
which is a set of guidelines and best practices for managing cybersecurity risk. It
includes recommendations for identifying, protecting, detecting, responding to, and
recovering from cyber threats.

c) International Organization for Standardization (ISO) 27001 standard [33] that provides
a framework for information security management. It includes requirements for
establishing, implementing, maintaining, and continually improving an Information
Security Management System (ISMS).

d) European Telecommunications Standards Institute (ETSI) Security Standard [34]
provides guidelines for securing telecommunications networks. It includes
recommendations for securing network functions, interfaces, and user equipment.

e) Global System for Mobile Communications (GSM) Security Standard [35] that
provides guidelines for securing mobile networks. It includes recommendations for
securing network functions, interfaces, and devices.

9. Authentication in 4G Networks

Authentication mechanisms in 4G-LTE have the following characteristics:
4G networks use the AKA protocol for subscriber authentication [36].
Mutual authentication: Both the UE and the network authenticate each other.

AKA uses authentication vectors, which consist of a random challenge generated by the
network and a corresponding expected response calculated by the UE using a shared secret
key.

Shared secret key: The UE and the home subscriber server (HSS) in the core network share
a secret key, which is used to calculate the expected response for authentication.

The AKA procedure involves multiple steps, including the exchange of authentication
vectors, calculation of expected responses, and verification of responses by the network.

4G networks support cryptographic algorithms such as AES.

A. Differences between 4G and 5G Authentication
Key Differences between 4G and 5G with respect to authentication are summarized in table
1.



Y. Jazyah 64

Table 1. Differences between 4G and 5G in terms of Authentication

Criteria Difference
Enhanced mutual 5G introduces stronger mutual authentication compared to 4G,
authentication providing better protection against various attacks
Complexity The authentication vectors in 5G are more complex and contain

additional information compared to 4G.

Key hierarchy 5G introduces a hierarchical key structure, including a master key

(MK), access key (AK), and long-term key (LTK), which provides
enhanced security and flexibility

Security algorithms | While 4G networks primarily use AES, 5G supports AES-256 and
ECC, which offer stronger cryptographic protection

5G authentication enhances security and introduces advanced cryptographic algorithms,
providing a more secure and robust authentication framework compared to 4G.

Figure 3. shows the differences between 4G and 5G in terms of authentication in details.

10. Open Challenges

The deployment and advancement of 5G technology bring several open challenges that
need to be addressed. Some of the key open challenges of 5G include:

Network Security: 5G networks introduce new security threats and vulnerabilities due to
their complex architecture, increased attack surface, and reliance on virtualization and
cloud technologies.

Spectrum Management: whereas efficient spectrum allocation and management are crucial
for optimizing 5G network performance.

Interference and Signal Propagation: The higher frequency bands used in 5G networks
enable faster data rates but are also more susceptible to interference and signal attenuation
due to obstacles. Overcoming challenges related to signal propagation and coverage in
urban environments and indoors is essential.

Energy Efficiency: 5G networks are expected to consume more energy than their
predecessors due to the increased number of connected devices and data traffic.
Developing energy-efficient technologies and optimizing network design to minimize
power consumption is an ongoing challenge.

Quality of Service (QoS) and Quality of Experience (QoE): Delivering consistent and high-
quality services across network, such as augmented reality, virtual reality, and real-time
applications, requires effective QoS and QoE management mechanisms.
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Figure 3. 4G and 5G Authentication [31]

Privacy and Data Protection: With the proliferation of IoT devices and increased data
collection, maintaining user privacy and data protection becomes a challenge. Developing
mechanisms for secure data handling, storage, and sharing while adhering to privacy
regulations is essential.

11. Conclusion

5G technology presents significant opportunities for innovation and economic growth but
also introduces new security challenges. To ensure the successful deployment of 5G
networks, it is crucial to prioritize and address the security concerns.

Industry stakeholders, government agencies, and security professionals must work together
to establish robust security frameworks and best practices. This includes implementing



Y. Jazyah 66

strong encryption and authentication mechanisms, securing virtualized and software-
defined components.

By adopting a holistic and proactive approach to 5G security, we can reap the benefits of
this transformative technology while safeguarding the privacy, integrity, and resilience of
our networks and systems.

This article focuses on the 5G security in comparison to 4G-LTE, it is obvious that 5G
networks provide higher security and authentication level.
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