
 

Received 10 March 2026; Accepted 25 June 2026 

 

Int. J. Advance Soft Compu. Appl, Vol. 18, No. 2, July 2026 

Print ISSN: 2710-1274, Online ISSN: 2074-8523 

Copyright © Al-Zaytoonah University of Jordan (ZUJ) 

 

Case Study: Assessing and Improving the Maturity 

Level of IT Processes in a Telecom Company using 

COBIT framework  
 

*Basil Elmasri1, Sufian A. Badawi2, Hussein AlAhmer2, Maen Takruri3, Ahmad Azzazi4 

  
1Department of Intelligent Systems, Faculty of Artificial Intelligence, Al-Balqa Applied 

University, Al-Salt, 19117, Jordan 

 e-mail: basil.elmasri@bau.edu.jo  
2Department of Autonomous Systems, Faculty of Artificial Intelligence, Al-Balqa Applied 

University, Al-Salt, 19117, Jordan 

e-mails: sufian.badawi@bau.edu.jo, dr.halahmer@bau.edu.jo  
3College of Engineering and Technology, American University of the Middle East, Egaila 

54200, Egaila, 54200, Kuwait 

e-mail: maen.takruri@aum.edu.kw  
4Department of Extended-Reality and Games Development, Faculty of Information 

Technology, Applied Science Private University, Amman, Jordan 

e-mail:  a.azazi@asu.edu.jo  

  

Abstract  

 Information technology (IT) is a critical component of most businesses today and will 

surely expand in importance in the future. Organizations’ boards and senior 

management are increasingly concerned with successfully managing and 

administering their IT demands, investments, and resources. This involves addressing 

the obstacles, opportunities, and challenges of IT management. IT governance is a 

continual improvement process that strives to preserve value and trust throughout the 

enterprise, rather than a single-end objective. Many businesses have begun using a 

risk assessment and mitigation strategy, focusing only on IT governance’s compliance 

elements, such as COBIT, BASEL III, and SOX. However, they fall short of developing 

a well-rounded strategy that comprises a thorough framework, a roadmap, and a 

bottom-up execution plan. Thus, a strategy is required to successfully address the 

diverse spectrum of IT governance issues and opportunities in a rigorous, coordinated, 

prioritized, and cost-effective way. This article describes improving eleven IT processes 

in a telecom firm utilizing the COBIT processes as an enabler, the Process Assessment 

model, and a full control self-assessment for eleven COBIT processes. The selected 

case study of a prominent organization was analyzed based on the application of 

control self-assessment on a telecom company for two consecutive years to measure 

the achieved maturity improvement in the processes. The proposed implementation is 
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critical for businesses to improve the assessment and enhancement of their IT systems, 

resulting in a greater level of IT process maturity. The framework may guide each 

organization to select and modify the appropriate practice based on its situation, 

strategies, priorities, skills, and resources. The results and implications are obtained 

from extensive primary and secondary research, as well as evaluating the best business 

and government practices that exist.   

     Keywords: ISO27001, IT governance, COBIT, IT governance, Auditing.  

1      Introduction  

Effective Information Technology (IT) governance is essential in today’s digital environment 

to maximize technology use and accomplish strategic goals. IT governance includes 

institutions, procedures, rules, and practices that influence IT investment and resource 

decisions [1]. Furthermore, IT governance models encourage business-IT stakeholder 

engagement and cooperation. As a result, they may help create business-focused IT solutions 

by promoting a common knowledge of corporate objectives and IT capabilities [2]. 

The internal control systems in organizations help provide a business environment that is 

almost free of deviations and errors and contributes to effectively improving the efficiency of 

its operations and various activities [3]. The Control Objectives for Information and Related 

Technology (COBIT) is a comprehensive IT governance framework that provides guidelines 

to IT managers in managing and governing enterprise IT [4]. It is designed to facilitate the way 

in which IT is developed, implemented, managed, and improved [5]. Moreover, Control Self-

Assessment (CSA) is a framework and a technique that allows organizations to assess their 

controls and risks. It is a systematic and proactive approach used by organizations to assess 

and monitor the effectiveness of their internal controls and governance processes. In the 

context of COBIT, CSA is used to evaluate the effectiveness of the IT governance and 

management processes [6]. More specifically, the CSA process involves identifying the key 

controls, assessing their effectiveness, and taking corrective actions if necessary. This process 

helps organizations to ensure that their IT processes are aligned with their business objectives 

and are effectively controlled [7]. 

Benchmarks and reference models are used to assess the level of maturity in IT governance. 

As such, COBIT 5 has emerged as a primary reference framework for this purpose [6]. It 

provides essential guidelines for successful business development and enhances organizational 

competitiveness. Organizations increasingly adopt the COBIT 5 framework to assess and 

improve their IT governance maturity in today’s dynamic business environment. The COBIT 

framework, in general, provides several benefits to organizations. Firstly, it helps organizations 

to align their IT processes with their business objectives, thereby improving the overall 

performance of the organization [8]. Secondly, it provides a structured approach to IT 

governance and management, which helps organizations to effectively control their IT 

processes [9]. Lastly, the COBIT framework provides a common language for IT professionals, 

which facilitates communication and understanding among different stakeholders [10]. 

Implementing a prioritization approach using the COBIT 5 framework can lead to improved 

performance and competitiveness by ensuring that critical areas are addressed first and that IT 

practices align with business objectives and regulatory requirements. Thus, it can greatly 

enhance the process maturity of IT governance in organizations. This can be achieved by 
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integrating enterprise strategy and previous IT governance audit results to prioritize the 

assessment process. 

According to the literature, IT governance is a vital aspect of governance that ensures that IT 

systems are aligned with the organization’s objectives, goals, and strategies based on its 

strategic planning [11]. 

 

 The purpose of this article is to assess the degree of IT governance at a Telecom company. 

Specifically, the research intends to examine the organization’s existing and one-year maturity 

level in eleven IT governance processes using the COBIT framework.  

 

This is achieved by a case study of a Telecom organization is presented, where the IT risk 

management along with the application of control self-assessment on a telecom company for 

two consecutive years have helped to improve the achieved maturity improvement in the 

processes.  

 

This article discusses how to improve eleven IT processes at a telecom business by using the 

COBIT processes as an enabler, the Process Assessment model, and a complete control self-

assessment. in two consecutive years. Furthermore, the article aims to understand the gap in 

the identified processes based on COBIT control self-assessment reported points of 

improvements. Furthermore, the scope of this paper is limited to assessing the maturity level 

of IT governance, with a particular emphasis on the COBIT framework processes: EDM02 - 

Ensure Benefits Delivery, EDM04 - Ensure Resource Optimization, APO06 - Manage Budget 

Costs, and APO10 Vendor Management. 

The study does not examine isolated COBIT objectives in a fragmented manner; rather, it 

assesses a coherent set of interrelated governance and management objectives within the same 

organizational problem context, with financial-management-related governance issues serving 

as the principal emphasis but not the sole analytical boundary. 
 

This work is proof of concept of employing the COBIT industry standard to examine how a 

structured COBIT-based governance intervention operates in a real enterprise setting and to 

derive implementation insights that may be transferable, under similar contextual conditions, 

to comparable organizations. Comparing the IT governance of my organization with the 

industry best practices in COBIT framework could be considered as case study to other 

organizations on how to assess and implement the COBIT in the firm and how to refer to 

generalized state-of the art best practices. I can emphasize that, since COBIT 2019 is inherently 

a tailored governance framework, organizational variation does not invalidate the case design; 

rather, it confirms the appropriateness of examining one implementation in depth. Our case 

demonstrates how COBIT 2019 was adapted to a specific telecom environment using context-

sensitive governance priorities. 
 

The suggested implementation is crucial for firms looking to improve the evaluation and 

augmentation of their IT systems, resulting in a higher degree of process maturity. The 

framework may help organizations choose and adapt acceptable practices depending on their 

specific circumstances, strategy, priorities, abilities, and available resources. Extensive 

primary and secondary research, including evaluation of the best current and emerging 

practices in industry and governments, yielded these findings and implications. 

The rest of this paper is organized into four sections. In section 2, a detailed background and 

literature review are presented. The description of the case considered, the proposed solution, 
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and the methodology employed for implementing the proposed solution are discussed in 

Section 3. Section 4 includes the results. Finally, Section 5 discusses the obtained results and 

concludes the study. 

 

2 Related Work  

COBIT is an acronym for Control Objective for Information and Technology framework which 

is an IT governance and management framework [12, 13, 14]. COBIT 2019, is an upgraded 

version of COBIT 5, was produced by the IT Governance Institute prior to [15]. The COBIT 

2019 framework provides widely recognized principles, processes, tools, and models to 

enhance the trust and value of business IT. This framework provides comprehensive business 

and management guidelines for IT governance and administration [16]. COBIT 2019 is an 

enhanced version of COBIT 5, designed to include emerging trends, technology, and security 

needs. When coupled with other IT management frameworks like as ITIL, CMMI, and 

TOGAF, COBIT 2019 may be valuable in establishing standardized procedures throughout the 

business [17]. The COBIT framework was established by the Information Systems Audit and 

Control Association (ISACA), which is a division of the Institute of Information Technology 

Governance [18]. 

Organizations frequently use COBIT as the most popular IT governance framework, to provide 

efficient IT governance, namely in guaranteeing service continuity and availability, security, 

quality assurance and control [19, 20, 21, 22]. 

Prior research has mostly examined IT risk management in e-government and Indonesian IT 

governance, specifically with COBIT 2019. This research focuses on conducting audits of IT 

risk management using the COBIT framework. 

Al Omari et al. conducted research that investigated the enhancement of IT governance 

processes in the public sector using COBIT standard [12]. The research identified twelve 

crucial control goals that are of utmost importance for public sector enterprises in Australia. 

The results indicate that a refined portion of COBIT 5 may remain applicable and long-lasting 

in many organizational settings [12]. 

Rodrigues Candete and Mira da Silva performed research that evaluated IT governance 

procedures using the COBIT 5 model [13]. The research emphasized the significance of 

implementing COBIT 5 process assessments by focusing on the planning, data gathering, and 

data validation tasks involved. 

Multiple case studies have been undertaken to assess the adoption of COBIT 5 in IT 

governance [23]. An example of a case study is the” Capability Level Analysis of IT 

Governance Using COBIT 5 on Continuity and Availability of Services” conducted at LMS 

Spada Wimaya [24]. The research intended to evaluate the current level of competency in 

determining the status of IT governance in the continuity and availability process of LMS 

Spada Wimaya service. It also conducted a gap analysis and provided suggestions for 

improvement. 

COBIT 5 includes distinct procedures for overseeing availability and continuity [21], as well 

as service requests and incidents [22], which are essential for maintaining service continuity 

and availability. Kadam conducted research that examined the assessment of business service 

continuity and availability using COBIT 2019. The study emphasized the significance of 

defining crucial elements in order to evaluate an organization’s readiness. 

Several studies have examined the use of COBIT 5 in IT governance, revealing its efficacy in 

guaranteeing the uninterrupted provision of services and their accessibility. Nevertheless, 
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every business must customize and enhance the organization according to its own requirements 

and circumstances. Potential areas for further investigation include examining the 

implementation of COBIT 5 in various industries and its incorporation with other IT 

governance frameworks. 

A single-case study method to evaluate IT governance at MSU-Maguindanao in [25], 

following a six-stage process: Plan, Design, Prepare, Collect, Analyse, and Share. It applies 

the COBIT 5 framework, using informal techniques and maturity level assessments to rate 

compliance and evaluate maturity levels of IT governance processes. Data was gathered 

through interviews, observations, document reviews, survey questionnaires, and literature 

reviews, focusing on the university’s visions and ’I&T’ goals. The paper assesses the maturity 

level of IT governance using an ordinal scale and evaluates specific domain processes like 

EDM02 and APO10, analyzing their current and projected maturity levels and compliance 

status. 

Another case study [26] began with a preliminary interview to understand the company’s 

history, then a COBIT 5 analysis to synchronize organizational objectives with IT-related 

objectives, data gathering through interviews and evaluations, capability assessment, and an 

audit report. To assess process capabilities, the research uses a maturity level classification 

from 0 to 5 and a four-point grading system four-point rating scale (N, P, L, F). Gap analysis 

identifies disparities between current performance and ambitions. The research shows that 

EDM04 and APO01 were ’Largely Achieved’ but did not meet the minimum requirement to 

proceed. APO07 and APO12 reached level 2 with same status. Educational and training 

programs, IT system modifications, social interaction efforts, and risk management 

documentation and evaluation are suggested. Education, systems, and risk management must 

be improved to increase competency, according to the research. 

while the study [27] assessed company governance using COBIT 5. Four steps were used: 

COBIT goals cascade analysis, company-wide RACI Chart mapping, data and evidence 

collection, and capacity level and gap analysis. The study began by examining stakeholder 

needs, organization goals, IT goals, and enabling factor goals. Data was collected from RACI-

identified respondents via interviews. The business examined each process’s capability and 

ran a gap analysis to find improvement opportunities. An audit conclusion report with 

recommendations for enhancing each process and increasing proficiency concluded the 

inquiry. The investigation found that EDM03 obtained level 1 with a” Largely achieved” 

classification. This status implies a barrier to development. The research advised the company 

to improve its IT governance competency via education and training, IT system updates, 

socializing, and risk management documentation and evaluation. 

Organizations are required to conduct IT risk management audits. IT risk management 

proactively identifies and mitigates potential IT threats. Risk management enables companies 

to effectively handle IT risks and mitigate their adverse consequences. 

Multiple studies have used COBIT as a framework for conducting audits on IT risk 

management. The study [28] conducted a comprehensive literature study on the topic of IT 

risk management in e-government. Zakkadiaksa et al. [29] used COBIT to examine and control 

risk at UPT-TIK Universitas Brawijaya. Several studies demonstrate the extensive scope of 

COBIT. Rajjani et al. [30] used COBIT concepts to evaluate the IT risk management of PT 

Semen Indonesia. Ikhsan et al. [31] employed COBIT 2019 to conduct a comprehensive 

examination of the literature on corporate IT governance in Indonesia. While [32] has 

examined operational risk and proposes methods for IT risk management in the context of the 

Internet of Things (IoT) utilizing COBIT. 
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This study examines the implementation of risk-based audit for standards in telecom company 

by analyzing IT governance eleven processes, highlighting its benefits and identifying the key 

variables that contribute to its success. This study is an implementation of COBIT and 

providing a concise overview of COBIT research. 

 

3      Methodology  

This research work presents a real case study in a telecom company where COBIT control self-

assessment is employed to measure the process maturity before and after the risk-based audit 

findings suggested improvement. This technique uses a single unit of analysis [33] to evaluate 

the effectiveness of the approach on a given instance [34]. 

To conduct a Control Self-Assessment (CSA) using COBIT 2019, we use the inherent CMMI-

aligned framework of COBIT 2019 [35], which provides a direct reference for measurement. 

The process begins by selecting the specific COBIT 2019 processes relevant to the selected 

process control objectives, such as MEA01 (Managed Performance and Conformance 

Monitoring) for monitoring the performance conformity on internal controls or APO12 (Risk 

Management) for risk-based assessments. The Authors then evaluate each process's capability 

level (0 to 5) by assessing its detailed activities, as each activity in the "Governance and 

Management Objectives" guide is pre-assigned a target capability level [36]. For a formal 

assessment, you would use a rating scale (e.g., Fully, Largely, Partially, Not) against process 

attributes derived from the CMMI framework (e.g., Process Performance, Work Product 

Management, Process Definition), which replaced the ISO 15504-based attribute model of 

COBIT 5. To measure overall maturity for a focus area (like internal controls), you aggregate 

the capability level scores of its constituent processes, a practice that is supported by custom-

designed worksheets and assessment tools based on the CMMI [37]. 

 

This section provides a detailed explanation of the procedures involved in adopting IT 

governance using the most up-to-date COBIT 2019 framework.  

This audit CSA project in the telecom organization  is additional strong evidence that the 

organization is referring to the industry best practices COBIT 2019 as part of its Quality control 

and continual improvement process that is going on in the organization as the organization is 

continuously audited by several external audits every year such as surveillance audits from the 

certification authority of ISO9001, and twice a year financial audits by international finical 

auditors (PricewaterhouseCoopers (PwC)) where we facilitated the external auditors with the 

needed information evidences and we follow their official reported audit findings to improve 

the internal IT process and IT governance to identify the root cause of each audit finding, and 

work in improving the IT systems and process to be compliant with each and every reported 

finding as an active continual improvement process 

Figure 1 depicts the continual improvement cycle of performing the control self-assessment at 

the beginning of the program, followed by identifying the gaps and achieving the improvement 

then repeating the assessment again to identify the increase in the maturity of each process at 

the end of this quality exercise.  The primary objective is to carry out a Control Self-

Assessment (CSA) for eleven COBIT processes. This involves doing a Capability Maturity 

Model Integration (CMMI) assessment for each process, finding and measuring any gaps, 

devising and implementing improvement plans, and subsequently reassessing the CSA to 

evaluate the progress in maturity. 
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The complete process takes three years Including the COBIT Standard study check lists 

preparation and the two consecutive years of assessments that includes thorough interviews 

with stakeholders and mutual assessments that compare the standard necessary procedures and 

activities for each step as follows: 

3.1. Step 1: Conduct a Control Self-Assessment (CSA) for COBIT 

Processes. 
The initial phase entails performing a Control Self-Assessment (CSA) [38, 39] for eleven 

specifically chosen Control Objectives for Information and Related Technologies (COBIT) 

activities. The CSA assists in assessing the present condition of IT governance and pinpointing 

areas that require enhancement.  

The sampling strategy is done based on the COBIT2019 standard best practices processes, 

based on the Organization needs it has been decided to choose 11 processes from the standard, 

a check list prepared to contain items to be checked for each process standard practices. 

 

The eleven COBIT 2019 processes chosen for this evaluation are: 

APO01 - Managed I&T Management Framework 

APO02 - Managed Strategy 

APO03 - Managed Enterprise Architecture 

APO04 - Managed Innovation 

BAI01 - Managed Programs 

BAI02 - Managed Requirements Definition 

BAI03 - Managed Solutions Identification and Build 

DSS01 - Managed Operations 

DSS02 - Managed Service Requests and Incidents 

MEA01 - Managed Performance and Conformance Monitoring 

Stakeholders encompass IT managers, process owners, and other pertinent professionals. The 

interviews are centered around comprehending the present methodologies, difficulties, and 

adherence to COBIT standards. The number and roles of respondents is decided for each 

process to contain at least the process owner and few of his subordinates who are needed to 

confirm the activities to be checked, those members participated in answering and confirming 

how the activities are done in the organization.  

 

The evaluation of each process is conducted through the utilization of a well-organized 

questionnaire (checklist) that adheres to the principles outlined in COBIT 2019. The 

assessment includes collecting data by conducting in-depth interviews with stakeholders, 

administering questionnaires, and reviewing documents 

The questionnaire is designed in a form of a check list and it was answered during the 

stakeholders’ interviews. It has been derived from the process activities of COBIT, and during 

preparation those process activities are mapped with the ITIL standard and ISO27001 standard 

steps of each process, The questionnaire maps the activities to be checked of the 3 standards.  

ISO 27001, and ITIL were used only in supporting the audited activities in the check list, and 

we have done this exercise in order to make the audit reusable as evidence for the future work 

planned for ISO27001 certification and ITIL implementation in governing the IT in the 

organization under study. 
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The evaluation of each process is conducted through the utilization of a well-organized 

questionnaire (checklist) that adheres to the principles outlined in COBIT 2019. The 

assessment includes collecting data by conducting in-depth interviews with stakeholders, 

administering questionnaires, and reviewing documents. 

The scoring logic for each process is as follows, after performing the CSA audit and checking 

the compliance for each activity in the check list, the following metrics are calculated: number 

of compliant activities (conformities C's), number of nun-compliant activities non-

conformities NC's)  and the opportunities of improvements (OFI's), then we identify the 

needed improvement which is the ratio of non-conformities with the OFI's relative to the total 

activities of the process (see formula 1). 

  

Needed Improvement Ratio =𝑟𝑜𝑢𝑛𝑑(
𝑁𝐶+0.33×𝑂𝐹𝐼

𝑁𝐶+𝐶+0.33×𝑂𝐹𝐼
)    (1)  

 

In the above equation, we used a weight of 33% to OFI compared to the NC, where the last is 

mostly a non-implemented activity, as the OFI is an activity that is almost compliant, but there 

is always a chance to improve it. According to Pareto Principle [40]. It takes three of those 

'nice-to-fix' items to match the weight of one 'must-fix-now' issue. 

In addition to the maturity level identified based on the CMMI scale (see table 1) or the 

procedures used to ensure consistency across assessments.  

As a result, the transparency and reproducibility, then finally an agreement is done with the 

process owners and their management for the number of activities that they need to implement 

to achieve improving the maturity of the COBIT activity and calculate form them COBIT 

activity improved ratio. Those metrics are calculated at the end of each process CSA audit to 

quantify the performed audit results and measure the Gaps and agree on actin plan with the 

concerned process owners and their management to measure the fulfilled gaps and identify the 

process improvement. by following the above procedure of Audit and quantifying the results 

leads to a systematic procedure to do CSA audit, measure the gaps and quantifying it compared 

to the total activities. the same procedure is followed by all the 11 processes in the initial CSA 

process and its quantified results, and measures improvements needed are followed to reassess 

it again after one year to quantify the improvement achieved in the process CMMI level.  
Table 1: Maturity Models description 

Level value Description 

0 Incomplete Failed to complete the process 

1 Initial Poorly controlled the implemented process, 

reactively planned, or monitored the 

performance 

2 Managed Planned and monitored the performance yet not 

in the standard practices 

3 Defined Well defined process that provides guidance 

4 Quantitatively 

Managed 

Measured the performance of the implemented 

improvements 

5 Optimizing continuous improvement focused 
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List the CSA objectives

Identify process owners

Conduct RISK assessment

List the  Assessment 

Criteria
Perform Control Testing

Document findings

Develop Ation Plans

Monitor and report progress

Start End

 

(a) (b) 

Figure 1: Illustration of the method (a) The continual improvement cycle of conducting the control self -assessment 

(b) steps followed in each CSA assessment 

3.2. Step 2: Conducting a CMMI Assessment for Each Process 

After the completion of the CSA (Control Self-evaluation), a CMMI (Capability Maturity 

Model Integration) evaluation is carried out for the eleven COBIT (Control Objectives for 

Information and Related Technologies) procedures. The CMMI model offers a structured 

framework for evaluating the maturity of processes, ranging from Level 1 (Initial) to Level 5 

(Optimized). as explained in table 1 and illustrated in figure. 2 and table 1: 

 

Figure 2: Process maturity model levels and its Process Attribute (PA) indicators 

1. Conduct 
CSA for 

COBIT 
processes

2. Conduct 
CMMI 

assessment for 
each process

3. Measure and 
identify the 

GAPS

4. Strategize 
and implement 
enhancements

5.Redo the CSA 
again and 

measure the 
improvement
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The evaluation encompasses: 

1. Establishing Assessment Criteria: Developing criteria in accordance with the guidelines 

provided by CMMI. 2. Data Collection: Acquiring evidence by conducting interviews, 

making observations, and reviewing documents. 3. Scoring: The practice of assigning 

maturity levels to each process based on the obtained data. The CMMI evaluation involves 

conducting mutual assessments to compare the prescribed processes and activities for each 

process with the observed practices. This aids in the identification of discrepancies and 

areas that require enhancement. 
Table 2: CSA improvement program follow-up actions states 

 

S.No Process Name 
Checklist 

doc 

Comp 
copy 

 

Checklist 

GAP 
Analysis 

doc 

Action 

 

Item 

doc 

Reviewed with 
Stakeholder 

Review 

date 

Project 

Plan 

Activity 

 

Deadline 

Activity 

deadlines 

Review and 

Normaliz-

ation 

C/NC for 

each 

activity 

Project 

activity 

review with 

1 PO1-Manage 

Strategy 
Yes Yes Yes Yes 30/15 CIO 27-Sep Yes No No 

2 DS5-Security Yes NO NO Yes 15/6 CFO 7-Oct Yes Yes Yes 

 

3 

DS04-Disaster 

Managemen

t/ Business 

Continuity 

 

Yes 

 

Yes 

 

Yes 

 

Yes 

 

12/8 

IT 

operations 

head 

 

7-Oct 

 

Yes 

 

NO 

 

No 

 

4 

AI4-Knowledge 

Management 

 

Yes 

 

Yes 

 

Yes 

 

Yes 

 

17/7 

IT 

operations 

head 

 

2-Oct 

 

Yes 

 

Yes 

 

Yes 

 

5 

AI6-Change 

Management 

 

Yes 

 

Yes 

 

Yes 

 

Yes 

 

16/3 

IT 

developmen

t head 

 

4-Oct 

 

Yes 

 

No 

 

No 

6 
AI6-Project 

Management Yes Yes Yes Yes 32/8 
IT projects 

head 4-Oct Yes No No 

 

7 

DS8-Serviceand 

Incident 

Management 

 

Yes 

 

Yes 

 

Yes 

 

Yes 

 

13/02 

IT 

operat

ions 

head 

 

3-Oct 

 

yes 

 

Yes 

 

Yes 

 

8 

DS3-

Performa

nce 

Monitorin

g 

 

Yes 

 

Yes 

 

Yes 

 

yes 

 

18/07 

IT 

operat

ions 

head 

 

8-Oct 

 

Yes 

 

No 

 

No 

 

9 

 

PO6-IT Policies 

 

Yes 

 

Yes 

 

Yes 

 

Yes 

 

16/16 

IT 

operat

ions 

head 

 

8-Oct 

 

Yes 

 

Yes 

 

Yes 

10 
ME1-KPI & 

Reporting 
Yes Yes Yes Yes 26/09 PMO 7-Oct Yes No No 

11 
DS2-Vendor 

Management Yes No No Yes 
10/1 

 

 

 

 

 

IT 

operations 

head 
2-Oct NO No No 

Table 3: CSA improvement program follow-up action items 
 

S #. CSA activities to be 

checked 

COBIT  Action Items Reference 

1 

 

 

 

 

Management is becoming 

aware of the risks related 

to and the need for 

continuous service. 

 

(DS4.2) Develop IT continuity 

plans based on the framework 

and designed to reduce the 

impact of a major disruption on 

key business functions and 

• SD 4.5.5.2 Stage 2— Requirements 

and strategy 

• SD 4.5.5.3 Stage 3— 

Implementation 

• SD App K The typical contents of a 

recovery plan 

ITIL V3 
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2 

 

 

 

 

 

 

3 

 

 

 

 

 

 

 

4 

 

 

 

 

 

5 

 

 

Structured data about 

continuous service are 

being gathered, analyzed, 

reported and acted upon. 

 

 

 

Goals and metrics for 

continuous service have 

been developed and 

agreed upon but may be 

inconsistently measured. 

 

 

 

Goals and metrics on 

continuous service 

achievement are measured 

in a systematic fashion. 

Management adjusts the 

planning for continuous 

service in response to the 

measures. 

processes. The plans should be 

based on risk understanding of 

potential business impacts and 

address requirements for 

resilience, alternative 

processing and recovery 

capability of all critical IT 

services. They should also cover 

usage guidelines, roles and 

responsibilities, procedures, 

communication processes, and 

the testing approach. 

• 6.1.6 Contact with authorities 

• 6.1.7 Contact with special interest 

groups 

• 14.1.3 Developing and implementing 

continuity plans including 

information security. 

ISO/IEC 

27002 

1. Create an IT continuity plan, 

including: 

• The conditions and responsibilities 

for activating and/or escalating the 

plan. 

• Prioritized recovery strategy, 

including the necessary sequence of 

activities. 

• Minimum recovery requirements to 

maintain adequate business 

operations and service levels with 

diminished resources. 

• Emergency procedures 

• Fallback procedures 

• Temporary operational procedures 

• IT processing resumption 

procedures 

• Maintenance and test schedule 

• Awareness, education and training 

activities 

• Responsibilities of individuals 

• Regulatory requirements 

• Critical assets and resources and up-

to-date personnel contact 

information needed to perform 

emergencies, fallback and 

resumption procedures. 

• Alternative processing facilities as 

determined within the plan. 

• Alternative suppliers for critical 

resources 

2. Define underlying assumptions (e.g., 

level of outage covered by the plan) in 

the IT continuity plan and which 

systems (i.e., computer systems, 

network components, and other IT 

infrastructure) and sites are to be 

included. Note alternative processing 

options for each site. 

COBIT & 

Others 
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3.3. Step 3: Identifying and Measuring Gaps 

The subsequent phase involves the identification and quantification of discrepancies 

between the present condition, as established by the CSA and CMMI assessments, and the 

intended condition. This entails: 

1. Gap Analysis: The process of comparing the current level of development with the 

desired level. 

2. Quantification: Assessing the magnitude of discrepancies in terms of resources, time, 

and effort needed to close them. 

The gap analysis is performed by organizing workshops and engaging in talks with 

stakeholders to ensure a thorough comprehension of the gaps and their consequences. It 

has been ensured to use a standard follow up checklist (see Tables 2 and Table 3)  
 

3.4. Step 4: Identifying Process Enhancements 

The gap analysis allows for the identification of particular enhancements for each process. 

The following items are included: 

1. Root Cause Analysis: Identifying the fundamental reasons behind gaps. 2. Improvement 

Planning: Creating strategic plans to resolve identified deficiencies. 

Stakeholders participate in brainstorming sessions to develop practical and impactful 

enhancements. The improvement plans are recorded with explicit goals, schedules, and 

accountabilities. 

3.5. Step 5: Strategizing and Implementing Enhancements 

Subsequently, the enhancement strategies are implemented. This entails: 

1. Resource Allocation: The act of assigning essential resources, such as manpower and 

budget, to certain tasks or projects. 2. Execution: Performing the intended enhancements. 

3. Monitoring: Observing and assessing the progress and making necessary modifications. 

Stakeholders convene for regular progress meetings to oversee the execution of the project 

and resolve any emerging concerns. The enhancements are executed in stages to mitigate 

risks and guarantee seamless transitions. 

3.6. Step 6: Evaluating the CSA again 

Following the implementation of the enhancements, the CSA [41] is reassessed to gauge 

the effects of the modifications. This entails: 

1. Reassessment: Employing the identical structured questionnaire to evaluate the eleven 

COBIT processes once more. 

2. Comparison: Analyzing the outcomes in relation to the initial evaluation to ascertain 

enhancements in levels of maturity. 

The review entails conducting comprehensive interviews with stakeholders to collect input 

regarding the enhancements and their efficacy. The results are examined to quantify the 

growth in maturity levels and detect any lingering deficiencies. 

The researchers used the COBIT framework for methodologies and maturity level 

evaluation. The informal technique, as shown in table 3, is used to grade and offer a 

particular nominal value for the compliance status of the identified processes, while the 

maturity level assessment, shown in table 4, is used to evaluate the degree of maturity and 

define the present and predicted levels. 

In summary, the methodology offers a systematic approach to adopting IT governance by 

utilizing COBIT 2019. Organizations can enhance their IT governance processes and attain 

higher maturity levels for three years by conducting a CSA, carrying out CMMI 
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assessments, finding and quantifying gaps, planning and implementing improvements, and 

reassessing the CSA. 
Table 4: CSA improvement program follow-up action items 

S. 

NO. 

CSA Improvement Program 
Project# 

Progress 

category 

% 

Completion Process Name Process Owner 

1 Manage Strategy CIO CSA-Ol 

● 20 

2 Manage Security CSO CSA-02 

● 0 

3 
Disaster Management/ Business Continuity-

Billing 

Support head 
CSA-03/1 

●

20 

 

 

 

 

 

 

 

3 
Disaster Management/ Business Continuity-

DC 

Datacenter head 
CSA-03/2 

3 

Disaster Management/Business Continuity-

CRM 
CRM Support 

head 
CSA-03/3 

3 
Disaster Management/ Business Continuity-

e-Payment 

e-Payment 

Support head 
CSA-03/4 

3 
Disaster Management/Business Continuity-

ERP 

ERP Support 

head 
CSA-03/5 

3 
Disaster Management/Business Continuity-

CC 

Call Center 

Support head 
CSA-03/6 

3 
Disaster Management/Business Continuity-

ITOC 

Head/ Data 

Center 
CSA-03/7 

3 
Disaster Management/Business Continuity-

DBA 
Head/ Database CSA-03/8 

4 Knowledge Management-Billing 
support head 

CSA-04/1 ● 0 

4 Knowledge Management / CRM 
Service 

operations head 
CSA.U/2 ● 100 

4 
Knowledge Management/ e-payment ePayment 

Support head 
CSA-04/3 ● 30 

4 Knowledge Management/ ERP 
RP Support head 

CSA-04/4 ● 0 

4 
Knowledge Management/-Helpdesk Helpdesk 

Support head 
CSA-04/5 ● 0 

5 Change Management 
Requirement 

head 
CSA-05 ● 100 

6 Project Management PM head CSA.06 

● 100 

7 Service & Incident Management 
Service 

operations head 
CSA-07 ● 75 

8 Performance Monitoring 
Service 

operations head 
CSA-08/1 ● 0 

8 Performance Monitoring 
Service 

operations head 
CSA-OS 08/2 ● 0 

9 IT Policies 
Service 

operations head 
CSA- 09/l ● 10 

10 KPI & Reporting 
Service 

operations head 
CSA-IO 10/1 ● 0 

The whole activity is performed by initiating a set of projects to achieve the 

implementation of the corrective actions and the opened tickets of nonconformities (See 

table 4). 
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4      Results  

The proposed assessment has gone for the security development method where they have 

started by assessing the gaps for the eleven COBIT processes using maturity model 

assessment utilizing the scale in Figure. 1: 

And resulted in identifying the maturity level of each process and then they have reassessed 

it using maturity model control using the control self-assessment scale : The result of 

maturity model assessment and the control self-assessments are summarized in figure 3 

and 4: as a result of this control self-assessment exercise maturity of the processes increased 

either from level 1 to level 2 or from level 2 to level 4 (see figure 2) that summarizes 

COBIT controls compliance status in the organization: 

 
Table 5:  process wise assessment results (a)CSA maturity level (b) COBIT Maturity level (c) maturity 

model complains results: number of non-conformities’ (NC’s), number of opportunities of improvement 

(OFI’s), number of conformities (C’s) (c) gaps percentage 

 Process name 
CSA 

assessment 

/Improved 

COBIT MM 

Assessment 

/Improvement 

Percentage 

of NC’s 

Assessment 

 COBIT Control 

Objectives 

Improved 

Ratio 

C
S

A
-L

ev
el 

%
 
o

f 
n

eed
ed

 

im
p

ro
v

em
en

t 

C
O

B
IT

 M
M

 

A
ssessed

 

lev
el 

%
 o

f n
eed

ed
 

im
p

ro
v

em
en

t 

N
C

’s 

O
F

I’s 

C
’s 

%
 
o

f 
n

eed
ed

 

im
p

ro
v

em
en

t 

N
o

. o
f 

co
n

tro
ls 

N
o

. o
f 

S
elected

 

co
n

tro
ls 

%
 o

f n
eed

ed
 

im
p

ro
v

em
en

t 

1 
1-PO1: Manage 

Strategy 
2 50 2 60 12 7 9 61 6 5 17 

2 
2- DS04: Manage 

security 2 50 2 60 8 0 33 20 24 15 38 

3 
DS04: Disaster Business 

Continuity 
2 50 2 60 18 6 10 67 10 8 20 

4 
BAI08: Knowledge 

management 
2 50 2 60 10 1 16 39 5 4 20 

5 
AI6: Change management 

3 25 3 40 1 8 13 22 5 4 20 

6 PO10: Project management 3 25 3 40 16 0 21 43 14 10 29 

7 
DS08: Service 

Desk Management 
3 25 4 20 0 4 23 5 5 3 40 

8 
DS3: Manage 

Performance and Capacity 
2 50 2 60 12 0 21 36 5 5 0 

9 PO06: IT Policy 3 50 3 40 11 1 10 53 12 10 17 

10 
ME01: KPI and 

Reporting 
3 25 3 40 10 1 19 35 9 7 22 

11 
DS02: Vendor management 

3 38 3 40 8 2 18 32 8 6 19 



Case Study: Assessing and Improving…                                                                                         304 

 

304 

 

 
Figure 3 The three control self-assessment results (a) Maturity before the CSA program (in 

blue) (b) the CSA assessment results after implementing the corrective actions identified at the 

beginning of the program 

For each of the eleven processes, the second step is to drill down each gap to list down 

COBIT control objectives and map it to the related ISO27001 controls and ITIL practices 

and reassess again with the related teams the compliance to those practices and the results 

are illustrated in the table 5:  

Referring to the framework, we utilize the power of benchmarks with best practices like 

COBIT, ISO27001, and power self-assessment for eleven COBIT processes that resulted 

in average compliance of 69% and a Gap of 31% of improvements that need to be worked 

out, The graph in Figure 3 illustrate each process MM level in both scales that showed 

matching results except in the process of service incident management has been evaluated 

as MM 2 in CSA-level and 3 in the COBIT based MM, and Figure. 4 summarizes the 

compliance status and needed improvements.  

For assuring the assessment results two scales of assessments are used COBIT MM scale 

and CSA risk-based scale. 
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Figure 4: Process-wise two scales maturity models matching 

 

Gap analysis sheets are used to capture the breakdown details from Maturity model gap mapped 

to COBIT objective mapped to ISO27001 controls mapped to ITIL 3.0 practices to identify the 

targeted improvements, as elaborated in the below table: Gaps drill downs to standard practices 

table 6 

 

Table 6: CSA check-list sample for specific COBIT control to audit and identify Gaps according to (a) 

COBIT Standard (b) ISO27001 action items 

 
S #. Identified GAPs COBIT  ITIL V3 ISO/IEC 27002 

1 

 

 

 

2 

 

 

 

3 

 

 

 

 

4 

 

 

 

5 

Management is becoming aware of 

the risks related to and the need for 

continuous service. 

 

Structured data about continuous 

service are being gathered, 

analyzed, reported and acted upon. 

 

Goals and metrics for continuous 

service have been developed and 

agreed upon but may be 

inconsistently measured. 

 

Goals and metrics on continuous 

service achievement are measured 

in a systematic fashion. 

 

Management adjusts the planning 

for continuous service in response 

to the measures. 

(DS4.2) Develop IT 

continuity plans based on the 

framework and designed to 

reduce the impact of a major 

disruption on key business 

functions and processes. The 

plans should be based on risk 

understanding of potential 

business impacts and address 

requirements for resilience, 

alternative processing and 

recovery capability of all 

critical IT services. They 

should also cover usage 

guidelines, roles and 

responsibilities, procedures, 

communication processes, 

and the testing approach. 

• SD 4.5.5.2 Stage 

2— Requirements 

and strategy 

• SD 4.5.5.3 Stage 

3— 

Implementation 

• SD App K The 

typical contents of 

a recovery plan 

• 6.1.6 Contact 

with 

authorities 

• 6.1.7 Contact 

with special 

interest groups 

• 14.1.3 

Developing 

and 

implementing 

continuity 

plans      

including 

information 

security. 
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6 

 

 

 

7 

Continuous service practices are 

emerging, but success relies on 

individuals. 

 

Discontinuity incidents are 

classified, and the increasing 

escalation path for each is well 

known to all involved. 

(DS4.10) Determine whether 

IT management has 

established procedures for 

assessing the adequacy of the 

plan in regard to the 

successful resumption of the 

IT function after a disaster 

and update the plan 

accordingly. 

• SD 4.5.5.3 Stage 

3— 

Implementation 

• SD 4.5.5.4 Stage 

4—Ongoing 

operation 

• 14.1.5 Testing, 

maintaining 

and 

reassessing 

business 

continuity 

plans 

4.1. Reassessment of the Results 

After finalizing the initial CSA assessment audit reports, consecutive meetings with the 

process owners were done to discuss and identify the root cause of non-conformity and 

opportunity of improvement, and the possible corrective actions, that is finalized and agreed 

with the top management to go ahead for the implementation. A second self-assessment has 

been reconducted one year after following the corrective actions. Thereafter, the results of the 

whole exercise are discussed in this subsection. 

Referring to the Security architecture repository, we reuse the templates of the checklists of 

MM assessment and the compliance check forms prepared previously for the eleven processes.  

The first CSA results summary for the eleven process is illustrated in figure 5, that is showing 

the gap between dashed line (the count of non-conformant control objectives) and the count 

of the benchmark controls objectives. 

 
Figure 5: None conformities result that is lying below that standard count of COBIT controls 
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As soon as eleven process project completion is announced, the reassessment happens again 

to measure the new improvement with the initial assessment results. Figure 6 shows 

maturity model improvements for the eleven processes. 

 
Figure 6: MM None-conformity assessment results 

4.1.1. Identified risks 

Referring to COBIT, process-related risks, they identify all the risks related to the gaps (see 

Table 6), risk assessment process planned and initiated to work in risk mitigation and 

optimization. Table 7 illustrates a point-in-time follow-up progress sheet that shows the status of 

CSA improvement projects in each IT section  

Table 7: Each gap-risk in the process control assessment 

 Risk Control 

1 

There is no check on any outsider or 

guest using middle east telecom 

company intranet 

Wireless networks should 

be secure and their control 

of buying the wireless 

controllers is in the process 

2 

Firm sensitive information can be available 

to the unauthorized persons 

The solution is the data loss prevention 

(DLP) tool. 

It is in the process of being 

implemented by the IT security team 

3 

OS and application vulnerabilities and 

loopholes (e.g. missing configurations and 

missing patches) 

Update security patches are required 
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4 

Attackers can easily exploit services, 

applications, and systems if access to 

public network is flexible 

Firewall is to be upgraded to protect 

hardware and monitor internet traffic.  

5 
Lack of data confidentiality of middle east 

telecom company systems 
Encryption is to be implemented 

6 Suspicious or bogus traffic on network 

SIEM solution is in place to 

monitor systems.  

Ambiguous or suspicious 

communications are 

informed to the helpdesk 

for investigations 

 

4. Discussion and Conclusion 

The management supported the CSA initiative in principle, started from small team but 

achieved ISO certifications, and gained management trust. Despite the tightly ruled out 

budgets, new hires, prompting a pragmatic choice such as reassigning existing staff, and 

investing in targeted expert-led training instead. That decision, while fiscally sound, has 

introduced a steep learning curve. Employees had to absorb COBIT 2019's complex 

control objectives while keeping daily operations afloat.  

Over the full three-year cycle, the process gradually revealed itself as a collaborative 

exercise rather than a compliance drill.  

What made it works was management's willingness to treat mutual assessments as open 

conversations, where staff could interpret standards through their actual work experiences 

rather than feel judged against rigid ideals.  

In the end, even with expert training and visible leadership backing, progress was defined 

not by how quickly checklists were checked off, but by how patiently the organization 

allowed its people to internalize new governance practices.  

The real lesson: CSA is ultimately a human learning journey, and the long period timeline 

reflected not inefficiency, but the honest pace at which a busy workforce can meaningfully 

adopt a framework as demanding as COBIT 2019. 

In summary some improvement projects in the program did not progress due to some 

constraints, such as budget limitations, that prevented the multi-factor authentication 

project from progressing. Another lesson is that the credit/debit card payment feature in the 

bill payment web application has high financial risk. Yet, it is mitigated by transferring the 

risk to the payment gateway, getting the management approval for source code review, and 

proceeding with it officially as a residual risk. Management commitment is essential for 

information security programs to succeed, and, ideally, it’s up to management to prioritize 

and approve which information security controls and investments to pursue first, of course, 

based on an approved information security strategy that is successfully aligned with the 

business strategy.  

COBIT 2019 is IT governance framework that can be used on different organizational 

variations. Our case has demonstrated how COBIT 2019 was adapted to a specific telecom 
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environment using context-sensitive governance priorities. And it is and practical reference 

case study for other organizations to follow. 

On the other hand, this case study shows that following industry-standard practices and 

frameworks gives management a clear and focused view of the health status of their current 

information security practices and the approved targeted strategic ones.  

This framework also needs to be aligned with enterprise architecture frameworks, and the 

added content needs to be measured against them.  

 

Abbreviations 

    COBIT: Control Objectives for IT 

        CSA: Control Self-Assessment 

        DLP: Data Loss Prevention 

ISO27001: Information Security Management ISO standard 

        NC’s: Non-Conformities 

C’s: Conformities 

        OFI’s: Opportunities of Improvement 
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